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Chapter  1 

Background  and  Introduction 


1.1  Overview  of  the  Research 

Modern  military  communicatiOi;  systems  are  required  to  function  iu  a  hos¬ 
tile  environment  containing  jammers  and  intercept  receivers.  Their  success 
in  achieving  reliable  secure  communications  depends  a  great  deal  on  the 
nature  of  the  transraiiled  signal  used  to  convey  information.  Exotic  modula¬ 
tion  techniques  employing  spread  spectrum  (SS)  signals  are  now  being  used 
to  give  the  communications  receiver  an  ads-antagi  against  jammers.  This 
advantage  is  in  the  form  of  a  signal  processing  “gain"  due  to  the  coded  na¬ 
ture  of  the  spread  spectrum  waveform.  More  recently,  however,  these  same 
spread  spectrum  modulation  techniques  are  being  investigated  for  their  in¬ 
herent  ability  to  provide  covert,  Low  Probability  of  Intercept  (LPI)  features 
to  the  transmitted  signal  wliich  render.s  the  transruiUed  waveform  difficult 
for  an  unintended  listener  (i.e.,  intercept  receiver)  to  detect.  The  thrust  of 
the  research  reported  on  here  lotuses  on  the  latter  issue  -  that  is,  the  study 
of  w:  eform  design  for  reducing  detectability;  and  the  related  problem  of 
estimating  the  detectability  of  these  waveforms. 

The  research  consisted  of  two  distinct  but  interrelated  problems.  First, 
we  performed  the  research  necessary  to  establish  and  describe  a  sot  of  metrics 
and  theorems  for  Low  Probability  of  Intercept  waveforms.  This  led  to  the 
development  of  a  design  and  analysis  methodology  and  capabihty  for  Low 
Probubihty  of  Intercept  signals  and  systems.  This  methodology  and  capabil¬ 
ity  resulted  in  an  algorithmic  approach  to  LPI  design  and  is  composed  of  two 
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primary  elements  -  an  anaJyiiral-based,  computer-aided  system  to  evaluate 
the  detectability  of  LPI  waveforms,  ana  -cmputcr  simulation  models  which 
allow  the  LPI  communication  Unk  to  be  simulated  and  evaluated  against 
the  effects  of  jamming  and  intercept  receivers.  Secondly,  as  these  tools  were 
being  developed,  we  conducted  basic  research  into  the  design  of  the  next 
generation  LPI  waveforms  and  possible  strategies  for  detecting  them.  The 
two  research  tasks  were  complemcntaiy  efforts. 

This  research  effort  had  elements  of  both  basic  and  applied  research.  The 
theorems  and  metrics  led  to  the  development  of  a  tool  to  analyze  waveform 
detectability  which  will  serve  two  functions.  It  can  be  used  as  a  de.sign  in¬ 
strument  for  the  engineer  who  must  select  the  most  effective  LPI  modulation 
technique  for  a  given  system;  and  furthermore  it  can  also  be  used  to  facilitate 
basic  research  in  the  area  of  waveform  detectabUity. 

1.1.1  Motivation  and  Purpose 

The  Information  Transmission  Dirnsion  of  the  Wright  Research  and  Devel¬ 
opment  Center  (WRDC/AAAI)  is  engaged  in  research  leading  to  the  devel¬ 
opment  of  the  next  generation  of  airborne  communication  systems.  These 
systems  will  be  designed  to  exhibit  a  significant  degree  of  jam  protection 
and  covertness.  They  will  employ  advanced  modulation  techniques  (spread 
spectrum),  antenna  beam  and  null  steering,  and  adaptive  signal  processing 
technologies  which  will  tune  the  communication  system  to  the  operational 
environment.  The  requirement  for  these  systems  tu  achieve  covert  commu¬ 
nications  has  led  to  the  development  of  a  communications  concept  described 
ger.erically  as  Low  Probability  of  Intercept  (LPI).  The  primary  purpose  of 
an  LPI  capability  for  a  communications  system  is  to  prevent  an  unautho¬ 
rized  listener  from  determining  the  presence  or  location  of  the  transmitter, 
in  order  to  decrease  the  possibihty  of  both  electronic  attack  (jamming)  and 
physical  attack.  Therefore,  the  design  of  a  commuiiication  link  to  have  an 
LPI  capability  is  predicated  on  ‘he  requirement  for  it  to  operate  in  a  hostile 
ein'ironment  where  unauthorized  listener,'  arc  actively  attempting  to  detect 
the  presence  of  the  communicator’s  transmission. 

In  order  to  effectively  implement  the  next  generation  LPI  communication 
systems,  lesearchers  and  engineers  will  need  analysis  tools  to  evaluate  the 
performance  of  these  systems  in  a  ho. .tile  environment.  The  tools  in  turn 
require  a  set  of  metrics  and  procedures  to  determine  system  performance. 
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This  was  one  of  the  thrnsts  of  our  research. 

These  tools  need  to  be  applied  early  in  the  design  cycle  in  order  to  provide 
a  positive  influence  or,  system  performance,  effectiveness  and  cost.  We  see 
these  analysis  tools  for  LPI  communications  to  be  the  following; 

1.  Analytic  or  mathematical  modeling  of  the  communication  environment. 
This  approach  seeks  to  express  in  closed  form  the  performance  parame¬ 
ters  of  the  communicators,  jammers  and  interceptors  operating  within 
a  common  radio  frequency  environment.  From  a  knowledge  of  these 
parameters  and  the  operational  environment,  a  Hnk  analysis  can  be 
performed  which  will  reveal  the  vulnerability  or  susceptibility  of  vari¬ 
ous  types  of  LPI  communication  signals  and  systems  to  various  types 
of  jammers  and  interceptors.  However,  due  to  the  complex  nature  of 
a  hostile  RF  environment  it  may  be  difficult  to  provide  a  meaning¬ 
ful  accounting  of  the  influence  that  all  the  players  have  on  each  other. 
Therefore,  simulation  may  prove  to  be  an  effective  way  to  augment  this 
approach. 

2.  Simulation-based  modeling  of  the  communication  environment.  While 
analytic  modeling  is  fast  and  convenient,  not  all  performance  parame¬ 
ters  can  be  expressed  in  closed  form,  and  not  all  processes  within  the 
operational  environment  are  bnear.  Therefore,  after  prebrainary  analy¬ 
sis  is  completed  using  techniques  described  above,  computer  simulation 
can  be  employed  to  evaluate  LPI  communication  system  performance 
within  any  scenario.  NonHnear  systems,  intermodulation  products,  and 
other  effects  which  are  difficult  to  model  analyticadly,  are  usually  quite 
easily  simulated.  With  simulation,  the  engineer  gets  to  ’’run”  the  sys¬ 
tem  and  evaluate  it  within  a  particular  environment  before  monej'  is 
spent  on  hardware.  The  disadvantage  of  simulation  is,  of  course,  the 
long  processing  times  often  required  to  achieve  meaningful  results. 

3.  Hardware  emulation  of  the  corr.inunication  environment.  The  use  of 
hardware  emulation  requires  an  extensive  laboratory  facibty  so  that 
jammers,  communicators  and  interceptors  can  be  effectively  evaluated 
against  each  other.  WRDC  currently  has  such  a  facibty  in  its  Commu¬ 
nication  System  Evaluation  Laboratc  v  (CSEL).  However,  this  analysis 
tool  is  only  useful  after  a  prototype  of  ihc  ;.PI  communicaiion  system  is 


available,  and  represents  the  last  stage  of  anaJysis  before  the  system  de¬ 
sign  is  fixed.  The  previous  analysis  techniques  will  establish  a  baseline 
with  which  the  engineer  can  evaluate  the  hardware  tests.  Without  this 
baseline,  the  engineer  wdll  not  know  how  closely  the  actual  performance 
can  be  predicted. 

The  ultimate  value  of  the  analytic  and  simulation-based  models  is  that 
they  can  theoretically  predict  the  performance  of  proposed  configurations 
without  requiring  the  construction  of  hardware.  This  gives  the  designer  a 
capability  to  pose  a  particular  scenario  consisting  of  an  RF  environment 
populated  with  jammers  and  interceptors.  This  environment  can  then  serve 
as  a  testbed  for  evaluation  of  proposed  LPI  waveforms  and  other  LPI  tech¬ 
niques  against  a  known  or  suspected  enemy  capability.  Such  a  capability 
could  potentially  save  the  Air  Force  millions  of  doUars  in  system  develop¬ 
ment  costs  by  providing  the  acquisition  agency  the  ability  to  select  the  most 
promising  techniques  early  in  the  design  phase. 

For  the  researcher,  these  models  will  be  particularly  valuable  as  a  tool 
to  aid  in  the  development  of  the  next  generation  LPI  waveforms.  These 
waveforms  will  be  considerably  more  sophisticated  than  the  spread  spectrum 
modulation  techniques  currently  employed.  They  w'ill  need  to  be  essentially 
featureless,  m  that  the  signal  will  have  no  distinctive  characteristics  which 
identify  it  to  an  interceptor  as  a  communication  signal.  Considerable  re¬ 
search  remains  to  be  accompbshed  in  this  area.  The  models  developed  in 
this  research  effort  will  servo  as  a  testbed  for  the  evaluation  of  these  new 
waveforms  against  a  variety  of  detection  techniques. 


1.2  Introduction 

Recent  emphasis  in  military  communication  systems  has  focused  on  the  vul¬ 
nerability  of  communication  signals  to  intorccplioii.  While  in  majiy  instances, 
an  anti-jamming  capability  is  an  essential  feature  for  military  ccmmunica- 
tion  systems,  there  are  many  situations  in  which  communications  covertness 
is  more  important.  For  example,  the  requirement  for  covert  operation  of 
military  aircraft  has  led  to  the  reduction  of  aircraft  signatures  in  order  to 
minimize  aircraft  detectability.  One  of  the  most  critical  aircraft  signatures 
in  this  environment  is  its  communication  signals.  Therefore,  the  emphasis 
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on  reduced  aircraft  detectability  drives  the  requirement  to  liimt  the  inter- 
ceptability  of  its  communication  signals.  The  result  is  a  low  probability  of 
intercept  (LPI)  communication  system. 

The  characteristics  of  a  communication  system  which  is  invulnerable  to 
jamming  are  quite  similar  to  those  of  an  LPI  communication  system.  The 
one  notable  difference  is  in  the  received  signal-to-noise  ratio.  For  an  effective 
anti-jam  (AJ)  capabihty,  large  receiver  signal-to-noise  ratios  and  plenty  of 
excess  signal  margin  arc  desired.  LPI  communications,  on  the  other  hand, 
’equires  the  minimum  received  signal-to-noise  ratio  necessary  to  provide  the 
minimum  level  of  acceptable  performance. 

1.2.1  LPI  Signal  Exploitation 

Military  RF  communication  systems  must  necessarily  provide  a  high  level 
of  security  against  the  exploitation  of  transmitted  information  by  an  unin¬ 
tended  listener.  I'his  exploitation  could  be  as  simple  as  detecting  the  presence 
and  location  of  a  communications  platform,  or  as  complex  as  extracting  the 
informa-  tion  contained  in  a  transmitted  signal.  Nicholson  |8]  describes  four 
sequential  operations  that  exploitation  systems  attempt  to  perform: 

1.  Cover  the  signal  that  is,  a  receiver  is  tuned  to  some  or  all  of  the 
frequency  intervals  being  occupied  by  the  signal  when  the  signal  is 
actually  being  transmitted. 

2.  Detect  the  signal  that  is,  make  a  decision  about  whether  the  power  in 
the  intercept  bandwidth  is  a  signal  plus  noise  and  interference  or  just 
noise  and  interference. 

3.  Intercept  the  signal  that  is,  extract  features  of  the  signej  to  deter  mine 
if  it  is  a  signal  of  interest  or  not. 

4.  Exploit  the  signal  that  is  extract  additional  signal  features  as  nee  ssary 
and  then  demodulate  the  baseband  signal  to  generate  a  stream  of  binary 
digits. 

The  probability  that  an  interceptor  can  exploit  an  unknown  communica¬ 
tion  signal  is  defined  as  Pr{E),  which  is  given  as' 
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Pr{E)  =  pT{E\I)Pr{I\D)Pr[D\C)PT{C)  (x.l) 

where  Pr{E\I)  is  the  probability  of  exploitation  given  that  the  signal  can  be 
intercepted,  Pt[I\D)  \z  ibe  probabUity  of  intercepting  the  signal  given  that 
it  can  be  detected,  Pr[D\C)  is  the  probability  of  detecting  the  signal  given 
that  the  signal  is  covered,  and  Pt[C)  is  the  probability  that  the  signal  is 
covered.  Everything  that  an  unintended  hstener  could  conceivably  want  to 
do  with  a  signal  depends  critically  on  having  the  ability  to  cover  and  detect 
the  presence  of  the  signal.  Any  subsequent  actions  are  dependent  upon  signoj 
detection. 

Military  communication  sjstem  designers  have  traditionally  employed 
spread  spectrum  waveforms  to  achieve  covertness  in  a  transmitted  signal. 
These  spread  spectrum  signals,  in  addition  to  permitting  the  use  of  code 
division  multiple  access  (CDMA)  for  efficient  bandwidth  utihzation,  also  in¬ 
corporate  significant  anti-jam  (AJ)  and  low  probabihty  of  intercept  (LPI) 
characteristics  due  to  their  low-level  radiated  power  densities.  The  te.  ;n 
”LPI”  is  used  here  as  it  is  in  much  of  the  literature  (e.g,,  [3]),  although  LPI 
signals  are  perhaps  better  described  as  low  probability  of  detection  (LPD) 
signals.  LPI  will  be  used  in  this  report  to  describe  signals  which  are  difficult 
for  an  unintended  receiver  to  devect. 

The  communications  receiver  in  an  LPI  communication  system  possesses 
knowledge  of  the  code  which  was  used  at  the  transmitter  to  spread  the  signal, 
and  thus  can  de-spread  the  received  signal  by  re-mixing  it  coherently  with 
the  code.  This  de-spreading  operation  allows  the  receiver  to  filter  out  a 
large  portion  of  the  noise  power  present  within  the  spread  bandwidth  at  the 
receiver  front-  end.  An  unintended  receiver  does  not  typically  have  knowledge 
of  this  spreading  code  and  must  make  signal  present  decisions  based  solely 
on  the  received  energy  in  some  frequency  band  o”er  some  period  of  time. 
Furthermore,  because  the  unintended  receiver  lacks  the  abdiiy  to  de-spread 
the  signal,  it  is  unable  to  filter  any  of  the  noise  power  within  the  spread 
bandwidth.  Receivers  winch  make  binary  signal  present  decisions  based  on 
energy  detection  are  called  radicmetric  systems  (radiometers),  and  represent 
the  most  common  detection  threat  .o  LPI  signals. 

The  inherent  vulnerability  of  an  LPI  spread  spectrum  signal  to  detection 
by  a  particular  radiometric  system  can  be  quantified  in  terms  of  the  required 
carrier  signal  power  to  one-sided  noise  power  spectral  density  ratio  C  .N’o 
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required  at  the  front  end  of  the  radiometer  to  achieve  a  specified  probability 
of  detection  and  probability  of  false  alarm  Pja  performance  level  [7],  The 
LPI  communication  system  designer  uses  this  detectability  information  to 
select  the  spread  spectram  modulatior  type  and  parameters  to  yield  a  signal 
which  is  minimally  detectable  by  the  most  likely  detection  threat,  in  this  rase 
a  particular  type  of  raJdometer  system. 

Analytical  models  have  been  developed  which  map  the  radiometer  per¬ 
formance  probabilities  to  the  required  frent-end  C/A^c  In  this  report  we  will 
develop  several  of  the  important  analytical  models  for  radiometric  intercept 
receivers  and  use  these  to  er'alurd''  he  detectability  of  LPI  communication 
waveforms.  We  will  also  use  these  models  to  obtain  a  performance  metric  for 
the  LPI  communication  system. 


1.2.2  System  Evaluation 

In  order  to  evaluate  the  potential  effectiveness  of  LPI  communication  sys¬ 
tems,  a  common  criteria  is  needed  to  <ud  in  assessing  the  strengths  and 
weaknesses  of  proposed  techniques.  Therefore,  quahty  factors  have  been  de¬ 
veloped  for  LPI  communication  systems  to  provide  a  single,  unified  quantita¬ 
tive  technique  which  allows  the  system  engineer  to  evaluate  LPI  effectiveness 
in  the  presence  of  jammers  and  intercept  receivers.  We  will  concentrate  on  de¬ 
veloping  system  quality  factors  for  a  Low  Probability  of  Intercept  (LPI)  com¬ 
munication  systems;  and  on  describing  a  methodology  for  employing  these 
quality  factors  for  a  variety  of  scenarios  and  sy'stems. 

The  LPI  system  quality  factors  derived  in  this  report  originate  from  the 
system  link  equations  which  describe  the  signal  and  interference  power  gains 
and  losses  as  a  function  of  path  losses,  antenna  gains,  modulation  type  and 
interference  rejection  capability  for  any  given  scenario.  Quality  factors  are 
developed  for  all  major  components  of  the  LPI  system  which  can  provide 
some  advantage  to  the  cooperative  transmitter  and  receiver  over  the  jammer 
and  intercept  receiver. 

1.2.3  LPI  Techniques 

An  LPI  r  .nmunications  capability  for  military  communication  systems  u 
provided  vna  an  assortment  of  technologies  and  techniques.  Many  of  these 
are  briefly  described  below; 
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•  Power  Coi.trol;  Transmit  power  is  increased  until  the  receiver  acknowl¬ 
edges  reception.  A  feedback  control  link  is  required  to  adjust  the  trans¬ 
mit  power  to  the  minimum  necessary  for  reliable  communications. 

•  Beam  Pointing:  Highly  directional  antennas  are  employed  at  the  re¬ 
ceiver  and  transmitter.  Automatic  tracking  is  required  to  maintain  the 
received  signal  level,  but  spatial  dispersion  of  the  rr  Mated  signal  energy 
is  restricted. 

•  Null  Steering  Antenna:  If  the  receiver’s  antenna  can  place  a  null  in  the 
direction  of  a  jammer,  then  less  power  will  be  needed  from  the  friendly 
transmitter  and  thus  it  will  be  less  detectable. 

•  Low  Sidelobe  Antenna:  Directional  antenna  radiates  small  amounts 
of  power  in  directions  other  than  the  desired  direction.  However,  to 
reduce  spatial  dispersion  of  signal  energy  to  an  absolute  minimum, 
antenna  sidelobes  should  be  suppressed. 

•  Frequency  Control:  Automatic  selection  of  operating  frequencies  or 
frequency  bands.  For  example,  c'noose  one  transmit  freq'  ,ncy  for  the 
near  receiver,  another  transmit  frequency  for  the  distar  t  receiver  (e.g., 
60  GHz  which  is  highly  attenuated,  and  54  GHz  wh.ch  propagates 
further).  This  technique  also  includes  hopping  over  several  bands,  such 
as  HF,  VHF,  UHF,  and  L  band. 

•  Bandwidth  Compression:  Applies  primarily  to  voice  communications, 
but  represents  any  technique  which  reduces  the  number  of  bits  per 
second  required  for  any  given  transmission.  This  means  the  receiver 
will  require  less  signal  strength  since  each  bit  can  be  processed  longer. 

•  Spread  Spectrum  Modulation:  Using  frequency  hopping,  phase  shif  - 
ing,  time  hopping  or  their  combinrtions  to  spread  the  energy  over  a 
band  of  frequencies  and  reduce  the  power  density.  This  makes  the 
transmission  less  detectable. 

•  Error  Correction  Coding:  Error  correcting  codes  reduce  the  signal  en¬ 
ergy  required  to  maintain  a  specified  level  of  receiver  perloimance.  Any 
technique  which  trades  power  for  bandwidth  can  be  used  to  enhance 
the  LPI  performance  of  a  communication  system. 
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•  Interference  Suppression  Excision:  The  communication  receiver  em¬ 
ploys  a  fL'ter  th:..  can  automatically  (or  adaptively)  place  a  null  at 
the  frequency  of  a  jammer.  Therefore,  less  po\7er  will  be  needed  from 
the  communication  transmitter  to  maintain  a  specified  receiver  perfor¬ 
mance  level. 

•  Signal  Masking:  The  communications  iransmit'er  iulentionalJy  trans¬ 
mits  at  the  same  frequency  as  another  radiator  but  with  shghtly  less 
power.  An  intercept  receiver  will  detect  the  stronger  signal.  However, 
the  communications  receiver  will  have  processing  gain  and  be  able  to 
detect  the  weaker  transmission  while  rejecting  the  stronger  one. 

When  signal  exploitation  (i.e.,  recovery  of  information  from  the  trans¬ 
mitted  signal)  is  required,  the  intercept  receiver  will  be  operating  at  a  disad¬ 
vantage  to  the  communications  receiver.  The  communications  receiver  can 
employ  coherent  processing  on  the  spreading  code,  but  the  intercept  receive, 
must  rt'"  on  noncoherent  processing,  which  means  that  the  communications 
receiver  needs  less  signal  power  to  accomplish  its  primary  tcisk  than  does  the 
interceptor.  Gn  the  other  hand,  when  signal  detection  or  interception  is  re¬ 
quired.  the  interceptor  has  the  advantage  in  tnat  it  only  needs  to  determine 
the  presence  of  the  signal  (detection)  or  extract  some  characteristics  or  fea¬ 
tures  from  the  signal  (interception).  Since  information  is  not  being  recovered 
from  the  signal,  then  less  received  signal  power  is  required  for  the  intercept 
receiver  to  accomplish  its  job. 

The  effect  of  each  of  t^e  techniques  discussed  above  can  be  observed  and 
evaluated  by  examining  a  communication  system  and  intercept  leceiver  in 
an  operatirnal  environment,  as  described  later. 
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Chapter  2 

LPI  Fundamentals 

2.1  Introduction 

Figure  2.1  depicts  a  typical  LPI  scenario,  in  which  a  cooperative  transmitter 
and  receiver  are  targeted  by  jammers,  which  disrupt  the  communications 
receiver,  and  intercept  receivers,  which  attempt  to  detect  and  exploit  the 
transmitted  signal. 

The  objective  of  any  LPI  coramurJeation  system  is  to  conduct  information 
between  a  transmitter  and  receiver  while  minimizing  the  ability  of  an  unau¬ 
thorized  bstener  to  intercept,  classify,  or  otherv.ise  exploit  the  transmitted 
signal.  The  communication  system  has  a  variety  of  techniques  for  reducing 
the  probability  of  intercept:  steerable  high  gain  antennas,  adaptiA  '  trans¬ 
mitter  power  control,  and  transmitted  waveforms  with  lergc  time-bandwidth 
products  and  noise-like  spectra,  just  to  name  a  few.  Likewise,  the  intercep¬ 
tor  has  similar  technologies,  such  as  steerable,  low  s  delobe  antennas  and 
adaptive  filtering. 


2.2  LPI  Communication  Link  Analysis 

2.2.1  Link  Parameters 

The  communication  system  is  characterized  by  several  performance  param¬ 
eters  which  are  evaluated  to  determine  how  well  the  system  perforrris.  For 
example,  the  transmitter  is  characterized  by  its  power,  antenna  gain,  and 
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any  jamming  signals  are  spread  at  the  communication  receiver  during  the 
despreading  operation. 

The  bandwidth  expansion  factor  is  rouglily  the  ratio  of  the  chip  rate  of 
the  pseudorandom  bit  stream  to  the  bit  rate  of  the  information  data.  This 
ratio  is  generally  defined  as  the  processing  gain: 


Ri  W^ta 


(3.1) 


Figure  4.1  shows  how  energy  is  distributed  in  the  time-frequency  plane  for  a 
DS  signal. 
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Figure  3.1:  Time-Frequency  Diagram  for  a  DS  BPSK  Signal 

Because  of  the  spreading,  >>  1.  Assuming  the  signal  is  bandlim- 

ited  to  Brn,  its  energy  is  measured  as  follows 

^  "  lo  '^•2) 

The  energy  will  be  assumed  to  be  constant  for  ail  messages  of  duration  T^- 
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3.1.2  Frequency-Hopping 

Figure  4.2  shows  the  energy  distribution  for  a  frequency-hopped  (FH)  signaJ, 
The  total  bandwidth  and  message  duration  time  are  and  Tm,  respectively, 
while  the  bandwidth  and  duration  of  each  hop  are  Wk  and  Th-  The  value 
Rh  =  I/Th  is  called  the  hop  rate.  There  are  M  frequency  channels  (not 
necesseirily  contiguous)  and  N  hops  in  the  total  message  time.  LPI  (and 
AJ)  capability  is  achieved  by  selecting  tht  transmit  frequency  for  each  dwell 
time  according  to  a  pseudorandom  sequence,  known  by  the  intended  receiver. 
Because  the  interceptor  is  uncertain  which  frequency  channel  is  used  at  any 
given  time,  all  of  the  known  operating  channels  must  be  covered.  Since  all 
but  one  channel  contain  noise  only,  the  performance  of  the  intercept  receiver 
suffers. 
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Figure  3.2;  Time-Frequency  Diagram  for  a  Frequency-Hopped  Signal 

In  a  alovj  FH  .‘lystem,  the  hop  dwell  time  is  greater  than  the  data  symbol 
duratnm  (i.e.,  multiple  symbols  per  hop),  and  T/,UT  >1.  In  a  fast  FH 
system,  the  hop  dwell  time  is  shorter  than  the  symbol  duration  (multiple 
hops  per  symbol),  and  ir>,  ;;;  Rh  —  l/Ts-  In  thl:  report,  fast  frequency 
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hopping  will  be  assumed. 

A  pulsed  FH  signal  can  be  generated  by  using  a  duty  cycle  less  thaji 
100  percent.  There  are  no  LPl  benents  to  this  modification,  however  AJ 
capability  can  be  improved.  With  pulsed  FH,  WhTf,  %  1,  but  W'a  >  Rh-  The 
duty  cycle  is  given  as 


NTh 


(3.3) 


3.1.3  Time-Hopping 

A  typical  time-hopping  (TH)  signal  is  shown  in  Figure  4.3.  This  waveform  is 
similar  to  the  FH  signal,  only  pseudorandom  time  slots  of  duration  are  used 
to  transmit  the  signal  instead  of  frequency  channels.  During  each  frame  Ty,  a 
time  slot  Ts  is  selected,  and  the  total  bandwidth  W  is  used.  LFI  benefits  arise 
because  the  time  uncertainty  forces  the  interceptor  to  use  a  longer  observation 
interval  than  the  signal’s  duration;  hence  noise-only  samples  are  added  to 
the  detection  process.  Likewise,  AJ  is  improved  because  the  jammer  must 
match  its  transmission  time  to  that  of  the  communication  transmitter.  Time¬ 
hopping  can  be  combined  with  the  frequency-hopping  and  direct  sequence 
modulation  to  further  enhance  LPl  performance. 
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Figure  3.3: 


Time-Frequency  Diagram  for  Time-Hopped  Signal 
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3.i.4  FH/DS  Hybrid 

For  tile  pure  FH  signal,  the  tirae-ban-iwidth  product  cf  the  individual  pulses 
is  nearly  ututy.  LPI  capability  can  be  improved  by  using  DS  modulation 
within  each  pulse,  such  that  >>  1-  This  hybrid  gives  the  ad%'antages 

of  direct-spreading’s  covertness  and  the  uncertainty  of  frequency-hopping. 
An  obvious  disadvantage  is  the  increased  complexity  and  synchronization 
requirements. 


3.1.5  FH/DS/TH  Hybrid 

Figure  3.4  shows  an  example  of  a  signal  employing  frequency-hopping,  direct- 
sequence  spreading,  and  time-hopping  (FH/DS/TH). 


Figure  3  4:  Time-Frequency  Diagram  for  FH  DS,  TH  Signal 


As  shown  in  the  figure,  a  message  of  duration  Tm  is  transmitted  using  N 
pulses,  each  of  duration  Ts-  Each  pulse  occupies  pseudorandomly  selected 
time  and  frequency  slots  has  a  tirne-bandwidth  product  T^Wh  >>  1. 


The  duty  cycle  of  the  signal  is  a  =  NTh/T^,  giving  the  signal  AJ  capability 
as  well. 


3.2  A  Generic  LPI  Signal  Detection  Model 

The  ability  to  detect  or  intercept  a  spread-spectrum  signal  depends  a  great 
deal  on  how  much  the  interceptor  knows  about  the  signal  (i.e.,  carrier  fre¬ 
quency,  frequency  hop  rate,  type  of  digital  modulation,  etc.).  In  [11],  hvc 
levels  of  interceptor  knowledge  are  defined.  At  level  one,  the  interceptor 
knows  nothing  about  the  signal,  while  level  five  assumes  the  interceptor  has 
complete  knowledge.  Neither  of  the  extremes  are  realistic,  and  it  is  generally 
accepted  that  the  interceptor  knows  the  fixed  ptiramcters  of  the  signal  and 
has  estimates  of  the  probability  distributions  of  the  pseudorandom  parame¬ 
ters.  This  constitutes  a  ‘worst  case”  scenario  (from  the  LPI  communicator’s 
perspective),  in  which  the  interceptor  designs  and  builds  the  best  possible 
receiver  ;6]. 

R.A.  Dillard  ([5,  6])  gives  a  simple  detection  model,  illustrated  in  Fig¬ 
ure  4.5  which  can  be  applied  to  a  variety  of  scenarios. 

Dillard’s  detection  model  has  two  main  elements.  The  coarse  structure 
depicts  how  the  data  symbols  are  distributed  in  time  and  frequency  in  the 
total  system  time-bandwidth  plane.  The  micro  structure  shows  how  energy 
is  distributed  within  each  data  symbol;  the  two  types  of  micro  structures  in¬ 
clude  pseudonoise  (PN)  and  frequency  hop  (FH).  The  individual  parameters 
of  the  detection  model  aie  described  in  Table  4.1  (from  [6]). 

In  the  general,  point-to-point  LPI  scenario,  the  best  intercept  receiver 
often  depends  on  the  tranraitted  waveform.  Sample  strategics  for  the  various 
waveforms  are  given  in  [6],  [2],  and  114]  ,  with  the  common  thread  being  that 
the  detection  scheme  should  be  matched  to  the  distribution  of  energy  m  the 
time-frequency  space.  Generally,  the  wideband  radiometer  should  be  used 
for  DS  signals,  while  the  channelized  radiometer  is  better  for  FH  signals  and 
their  hybrids. 

Such  oversimplifications  are  sometimes  false,  however,  as  shown  by  En- 
gler  '2],  who  shows  how  the  signal  parameters  (not  just  the  structure;  dictate 
the  choice  of  the  intercept  receiver  to  be  used.  For  example,  the  channel¬ 
ized  radiometer  is  a  better  detector  than  the  wideband  radiometer  (i  e.,  a 
smaller  SNR  is  required  to  achieve  the  same  overall  and  P^a)  for  mod- 
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Figure  3.5:  Generic  Spread-Specirum  Waveform  Detection  Model 


erately  small  hop  rates.  However,  as  the  hop  rate  increases,  a  threshold  is 
reached  beyond  which  the  wideband  radiometer  performs  better,  due  to  the 
reduced  integration  times  in  the  channelized  detector.  This  is  an  important 
result,  because  the  LPI  designer  would  like  to  make  the  wideband  radiometer 
(which  provides  the  least  amount  of  information  about  the  signal}  the  most 
effectiveintercept  receiver  [2,  15j. 

3.3  Use  of  LPI  Signal  Detection  Models 

A  simple  detection  model  for  LPI  signals  (such  as  suggested  in  [6  )  is  of¬ 
ten  usetul  in  visualizing  ihe  complexities  of  the  waveform  and  providing  in¬ 
sight  in  how  to  best  intercept  it.  The  mode!  employed  here  describes  the 
frequency  bandwidth  versus  time  duration  of  the  transmitted  signal,  It  rep- 
lesents  the  transmitted  waveform  as  a  hierarchy  of  time-bandwidth  units, 
proceeding  from  a  course  structure,  which  typically  has  a  large  degree  of 
complexity  (large  time-bandwidth  product),  to  progressively  finer  structures 
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■which  eventually  approach  time-bandwidth  products  on  the  order  of  unity. 

A  JTIDS-like  waveform  is  chosen  as  the  candidate  waveform  for  the 
present  analysis.  The  JTIDS  detection  model  employed  here  is  based  on 
the  indi-vidual  time  slot  (7.8125  msec.).  Detection  models  can  also  be  con¬ 
structed  at  higher  levels,  based  on  the  frame  (12  sec.)  or  tl  c  epoch  (12.8 
min.).  The  JTIDS  -like  waveform  detection  model  is  illustrated  in  F’gure 
3.6.  Further  details  on  the  JTIDS  waveform  structure  are  discussed  in  [29j. 
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Figure  3.6:  Detectability  Model  for  the  JTIDS-like  Waveform 

Note  that  as  the  structure  cf  the  waveform  becomes  more  fine-grained, 
additional  a  priori  information  is  required  by  the  interceptor  in  order  to  im¬ 
plement  the  optimum  intercept  technique.  The  perlormance  of  the  intercep¬ 
tor  depends  upon  how  much  knowledge  the  interceptor  has  about  the  target 
signal  before  an  intercept  is  attempted.  Five  levels  of  interceptor  a  prori 
knowledge  are  considered.  At  level  1  the  interceptor  has  the  least  knowledge; 
and  at  level  5,  complete  knowledge  of  the  waveform  is  assumed.  In  the  case 
of  the  JTIDS  waveform,  w;  can  roughly  define  these  levels  as  follows  .11': 

•  Level  1  -  The  interceptor  knows  nothing  about  the  signal. 

•  Level  2  -  The  interceptor  has  reasonable  estimates  of  Tl  and  Wl,  as 
well  as  the  transmission  start  and  stop  times. 
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•  Level  3  -  The  interceptor  knows  Tl  and  VVl,  and  the  general  time 
interval  structure  (ets  well  as  start  and  stop  times),  and  has  reasonable 
estimates  on  T2. 

•  Level  4  -  The  interceptor  knows  Tl,  Wl,  and  T2  (as  well  as  start  and 
stop  times);  and  has  reasonable  estimates  on  T3  and  W3. 

•  Level  5  -  The  interceptor  knows  Tl,  Wl,  T2,  T3  and  W3. 

We  will  assume  the  interceptor  a  priori  knowledge  to  be  at  Level  3  for 
the  analyses  that  follow. 

3.3.1  Nonlinear  Intercept  Receiver  Models 

The  intercept  receiver  models  considered  in  this  analysis  arc  assumed  to  per¬ 
form  some  nonlinear  operation  (usually  a  squaring  operation)  on  the  received 
signal  for  the  purpose  of  extracting  signal  energy,  or  some  other  waveform 
feature.  We  will  assume  that  the  interceptor  has  a  priori  knowledge  at  Level 
3,  but  as  usual,  the  spreading  codes  are  unknown.  We  also  assume  that  the 
received  signal  to  noise  ratio  at  the  intercept  receiver  is  small.  This  is  usually 
a  valid  assumption  since  our  LPf  quality  factor  is  based  on  the  maximum 
communication  range  versus  the  maximum  interception  range.  At  the  max¬ 
imum  interception  range  the  signal  to  noise  ratio  will  be  very  small.  Under 
these  conditions,  (and  assuming  a  suitably  designed  waveform)  the  optimum 
receiver  has  been  shown  to  be  a  wideband  total  power  radiometer  [4).  If 
feature  extraction  is  the  goal  of  the  interceptor,  a  higher  signal  to  noise  ratio 
is  required  resulting  a  smaller  intercept  range.  This  causes  the  LPI  quality 
factor  to  increase  significantly. 

For  signals  having  large  time-bandwidth  products,  the  output  statistics  of 
the  radiometer  can  be  assumed  to  be  gaussian,  and  the  detector  performance 
can  be  completely  characterized  by  the  detectabihty  factor  (5,  which  hsis  been 
defined  at  the  square  of  the  difference  in  the  means  of  the  output  densities 
under  noise  and  signal  plus  noise  conditions  (7].  The  detectability  factor  5, 
is  a  measure  of  the  post  detection,  or  output  signal-to-noise  power  ratio  of 
the  detector. 


(3.4) 
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Where  W,  is  the  intercept  receiver  bandwidth.  Five  nonlinear  radiometer 
modds  are  assumed  for  use  in  the  present  LPI  analysis.  These  models  were 
suggestea  for  this  application  in  [8j. 

From  these  models  it  is  apparent  that  the  total  power  radiometer  requires 
the  least  signal  power  for  a  successful  intercept.  Since  the  total  power  ra¬ 
diometer  is  the  optimum  receiver  for  detecting  the  presence  of  an  unknown 
signal  in  a  gaussian  noise  environment,  we  can  use  it  as  the  standard  against 
which  other  radiometers  and  feature  detectors  are  measured. 


3.3.2  Communication  Receiver  Models 

For  the  communications  receiver,  the  performance  criterion  is  the  probabihty 
of  bit  error.  The  probability  of  bit  error  can  be  related  to  the  received 
for  any  particular  type  of  waveform  modulation  and  detection  process.  This 
rclationsidp  is  expressed  in  the  parameter  Cc(T’t).  Several  popular  modulation 
techniques  are  shown  in  the  table  below  with  the  corresponding  Cc{Pe)' 

The  JTIDS  waveform  employs  32-ary  orthogonal  noncoheren'.  signahng 
with  minimum  shift  keying  as  the  modulation  at  the  chip  level.  The  expres¬ 
sion  for  the  probability  of  bit  error  for  this  modulation  technique,  which  is 
shown  below,  is  not  easily  expressed  in  the  form  specified  for 
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n 


.Ek  n-  1 

exp[-5~l- 


a; 


n 


(3,5) 


However,  the  expression  can  be  inverted  iteratively,  or  curves  can  be  used. 


3.3.3  Modulation  Quality  Factor  Analysis 

An  LPI  quality  factor  analysis  was  performed  on  a  JTIDS  -like  waveform 
using  the  five  candidate  intercept  receivers  described  in  Table  3.2,  with  the 
communications  receiver  operating  as  described  in  the  previous  section,  over 
a  wide  range  of  bit  error  rales.  A  comparative  summary  of  the  modulation 
quahty  factor  for  all  five  intercept  receivers  is  shown  in  Figure  3.7.  Note  that 
the  wideband  total  power  radiometer  requires  the  smallest  input  signal-to- 
noise  ratio  for  a  successful  intercept,  as  expected. 


Figure  3.7:  Modulation  Quality  Factors  for  Nonlinear  Intercept  Receivers 
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Signal  Sirur.iure  Categories 

Notation 

Definition 

All  Categories 

TuW, 

Duration  and  bandwidth 
of  transmission 

El 

Signal  energy  of 
transmission 

Data  symbols  each  contain  a 

Tj,  W2 

Duration  and  bandwidth 

number  of  signaling  elements; 

of  data  symbol 

i.e.,  the  symbol  has  an  FH, 

is 

Number  of  data  symbols 

TH,  or  PN  structure.  If  the 

per  transmission 

structure  is  PN,  the  value  of 

Duration  of  hop  interval 

T3  usucdly  can  be  disregarded 

{T,2  =  Ti/bi) 

in  detectabibty  calculations. 

E, 

Signal  energy  in  data  symbol 

Duration  and  bandwidth  of 
elements  (T3IV3  ~  1) 

is 

Number  of  elements  per 
data  symbol 

Tps 

Duration  of  hon  interval 
{Tps  =  Ti/bl) 

E^ 

Signal  energy  of  element 

Data  symbols  each  have  only  one 

T2,  H  3 

Duration  and  bandwidth  of 

signaling  element 

data  symbol  (TjU'j  1) 

ij 

Number  of  data  symbols  per 
transmission 

Duration  of  hop  interval 

El 

Signal  energy  of  data  symbol 

Tabic  3.1:  Definitions  for  Dillard’s  Signal  Detectabibty  Model 
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Wideband  Radiometer  Type 

— 

Cl(Pd,Pfa,T,W) 

TotaJ  Power  Radiometer 

AC  Radiometer 

6 

p\  r,r, 

Pulse  Rate  Detector 

i  /3tV', 

;v  T, 

Hop  Rale  Detector 

</ H.36iri’H7 

Chip  Rate  Detector 

°  V  r. 

Table  3.2:  Intercent  Receiver  Detection  Models 
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Modulation  Type 

Cc(PO 

Noncoherent  Binary  FSK 

-2ln(2P.) 

DifTerentially  Coherent  Binary  PSK 

-lit(2P.) 

Coherent  Binary  L  Quadrature  PSK 

■  -  ■ 

Tabic  3.3:  Communication  Receiver  Models 
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Chapter  4 

LPI  Signal  Detection  Models 


4.1  LPI  Waveforms 

As  discussed  in  the  previous  section,  the  covertness  of  a  communication  hnk 
can  be  improvemed  by  increasing  the  modulation  quality  factor.  One  way 
to  accomphsh  this  is  to  select  waveforms  which  are  inherently  more  difficult 
to  detect  or  intercept.  There  are  many  classes  of  waveforms  which  can  be 
used  for  LPI  purposes,  ranging  from  simple  structures  to  complex  hybrids, 
and  providing  different  LPI  capabilities.  Some  of  these  waveforms  cxlibit 
antijam  (AJ)  properties  as  well. 

4.1.1  Direct  Sequence  Spread  Spectrum 

Direct  sequence  (DS)  spread  spectrum  modulation  is  related  to  conventional 
BPSK  and  QPSK  modulation,  except  a  high  bit  rate  pseudorandom  binary 
waveform  is  combined  with  the  information  data  stream  before  modulating 
the  carrier.  The  result  is  a  waveform  naving  a  spectrum  many  times  wider 
than  if  just  data  were  used  to  modulate  the  carrier.  Furthermore,  the  power 
sp-ctral  density  of  the  waveform  is  reduced  considerably,  and  is  often  indis¬ 
tinguishable  from  background  noise. 

The  communication  receiver  knows  the  spreading  code  used  at  the  trans¬ 
mitter  and  can  despread  the  signal,  in  effect  yielding  a  narrowband  system. 
LPI  is  achieved  because  the  interceptor  does  not  know  the  spreading  code 
and  must  therefore  use  a  wideband  receiver  to  capture  aJJ  of  the  transmitted 
energy,  thus  accepting  more  noise  as  well.  AJ  capabihty  is  obtained,  because 
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any  jamming  signals  are  spread  at  the  communication  receiver  during  the 
despreading  operation. 

The  bandwidth  expansion  factor  is  roughly  the  ratio  of  the  chip  rate  of 
the  pseudorandom  bit  stream  to  the  bit  rate  of  the  information  data.  This 
ratio  is  generally  defined  as  the  processing  gain: 


(4.1) 


Figure  4.1  shows  how  energy  is  distributed  in  the  time-frequency  plane  for  a 
DS  signal. 


< -  7; - ► 

Figure  4.1:  Time-Frequency  Diagram  for  a  DS  BPSK  Signal 

Because  of  the  spreading,  >>  1.  Assuming  the  signal  is  bandlim- 

ited  to  U'„,,  its  energy  is  measured  as  follows 

E  =  r"  \s{t]^dt  (4.2) 

Jo 

The  energy  will  be  assumed  to  be  constant  for  all  messages  of  duration  Tm- 
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4.1.2  Frequency-Hopping 

Figure  4.2  shows  the  energy  distribution  for  a  frequency-hopped  (FH)  signal. 
The  total  bandwidth  and  message  duration  time  are  and  Tn,,  respectively, 
while  the  bandwidth  and  duration  of  each  hop  are  and  T/,.  The  value 
Rk  =  1/Ta  is  called  the  hop  rate.  There  are  M  frequency  channels  (not 
necessarily  contiguous)  and  N  hops  in  the  total  message  time.  LPI  (and 
AJ)  capability  is  achieved  by  selecting  the  transmit  frequency  for  each  dwell 
time  according  to  a  pseudorandom  sequence,  known  by  the  intended  receiver. 
Because  the  interceptor  is  uncertain  which  frequency  channel  is  used  at  any 
given  time,  all  of  the  known  operating  channels  must  be  covered.  Since  all 
but  one  channel  contain  noise  ordy,  the  performance  of  the  intercept  receiver 
suffers. 


r. 

•« — ■—> 


Figure  4.2:  Time-Frequency  Diagram  for  a  Frequency-Hopped  Signal 

In  a  flow  FH  system  the  hop  dweO  time  is  greater  than  the  data  symbol 
duration  (i.e.,  multiple  symbols  per  hop),  and  >1.  In  a  fast  FH 

system,  the  hop  dwell  time  is  shorter  than  the  symbol  duration  (multiple 
hops  per  symbol),  and  ^  =  I/Th-  In  this  report,  fast  frequency 
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hopping  wil]  be  assumed. 

A  pulsed  FH  signal  can  be  generated  by  using  a  duty  cycle  less  than 
100  percent.  There  are  no  LPI  benefits  to  this  modification,  however  AJ 
capability  can  be  improved.  With  pulsed  FH,  ~  1,  but  Wh.  >  i?>,.  The 

duty  cycle  is  given  as 

(4.3) 


Q  = 


4.1.3  Time-Hopping 

A  typical  time-hopping  (TH)  signal  is  shown  in  Figure  4.T  This  waveform  is 
similar  to  the  FH  signal,  only  pseudorandom  time  slots  of  duration  are  used 
to  transmit  the  signal  instead  of  frequency  channels.  During  each  frame  Ty,  a 
time  slot  Ts  is  selected,  and  the  total  bandwidth  W  is  used.  LPI  benefits  arise 
because  the  time  uncertainty  forces  the  interceptor  to  use  a  longer  observation 
inter\’al  than  the  signal’s  duration;  hence  noise-only  samples  are  added  to 
the  detection  process.  Likewise,  Aj  is  improved  because  the  jammer  must 
match  its  transmission  time  to  that  of  the  communication  transmitter.  Time¬ 
hopping  can  be  combined  with  the  frequency-hopping  and  direct  sequence 
modulation  to  further  enhance  LPI  performance. 


Tr 

- 7^ - > 


Figure  4.3:  Time-Frequency  Diagram  for  Time-Hopped  Signal 


4.1.4  FH/DS  Hybrid 

For  the  pure  FH  signal,  the  time-bandwidth  product  of  the  indivddual  pulses 
is  nearly  unity.  LPI  capability  can  be  improved  by  using  DS  modulation 
within  each  pulse,  such  that  T^W;.  >>  1.  This  hybrid  gives  the  ad^’antages 
of  direct-spreading’s  covertness  and  the  uncertainty  oi  frequency-hopping. 
An  obvious  disadvantage  is  the  increased  complexity  and  synchronization 
requirements. 

4.1.5  FH/DS/TH  Hybrid 

Figure  3.4  shows  an  ^j  gtnple  of  a  signal  employing  frequency-hopping,  direct- 
sequence  spreading,  and  timc-liopping  (FH/DS/TH). 


Figure  4.4:  Time-Frequency  Diagram  for  FH  DS  TH  Signal 


As  shown  in  the  figure,  a  message  of  duration  is  transmitted  using  A' 
pulses,  each  of  duration  J/,.  Each  pulse  occupies  pscudorandomly  selected 
time  and  frequency  slots  and  has  a  time-bandwidth  product  T^Wh  >>  1- 


The  duty  cycle  of  the  signal  is  a  =  NTh/T,^,  giving  the  signal  AJ  capabihty 
as  well. 


4.2  A  Generic  LPI  Signal  Detection  Model 

The  ability  to  detect  or  intercept  a  spread-spectrum  signal  depends  a  great 
deal  on  how  much  the  interceptor  knows  about  the  s-^^r.dl  (i.e.,  carrier  fre¬ 
quency,  frequency  hop  rate,  type  of  digital  modulation,  etc.).  In  [11],  five 
levels  of  interceptor  knowledge  are  defined.  At  level  one,  the  interceptor 
knows  nothing  about  the  signal,  while  level  five  assumes  the  interceptor  has 
complete  knowledge.  Neither  of  the  extremes  are  rcabstic,  and  it  is  generally 
accep  '.ed  that  the  interceptor  knows  the  fixed  parameters  of  the  signal  and 
has  estimates  of  the  probabiUty  distributions  of  the  pseudorandom  parame¬ 
ters.  This  constitutes  a  “worst  case”  scenario  (from  the  LPI  communicator’s 
perspective),  in  which  the  interceptor  designs  and  builds  the  best  possiole 
receiver  [6; . 

R.A.  Dillard  ([5,  6|)  gives  a  simple  detection  model,  illustrated  in  Fig¬ 
ure  4.5  which  can  be  applied  to  a  variety  of  scenarios. 

Dillard’s  detection  model  has  two  main  elements.  The  coarse  structure 
depicts  how  the  data  symbols  are  distributed  in  time  and  frequency  in  the 
total  system  time-bandwidth  plane.  The  micro  structure  shows  how  energy 
is  distributed  within  each  data  symbol;  the  two  types  of  micro  structures  in¬ 
clude  pseudonoise  (PN)  and  frequency  hop  (FH).  The  indi\ddual  parameters 
of  the  detection  model  are  described  in  Table  4.1  (from  [6l). 

In  the  general,  point-to-point  LPI  scenario,  the  best  intercept  receiver 
often  depends  on  the  tranmitted  waveform.  Sample  strategies  for  the  various 
waveforms  are  given  in  [6],  [2],  and  [14],  with  the  common  thread  being  that 
the  detection  scheme  should  be  matched  to  the  distribution  of  energy  in  the 
time-frequency  space.  Generally,  the  wideband  radiometer  should  be  used 
for  DS  signals,  while  the  channeli/cd  radiometer  is  better  for  FIT  signals  and 
their  hybrids. 

Such  oversimplifications  are  sometimes  false,  however,  as  shown  by  En- 
gler  [2],  who  shows  how  the  signal  parameters  (not  just  the  structure)  dictate 
the  choice  of  the  intercept  receiver  to  be  used.  For  example,  the  channel¬ 
ized  radiometer  is  a  better  detector  than  the  wideband  radiometer  (i.e.,  a 
smaller  SNR  is  required  to  achieve  the  same  overall  and  Py^)  for  mod- 
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r.  r, 


FS'  Microitruciure  Ml  Microitruclui-c 

Figure  4.5:  Generic  Spread-Spectrum  Waveform  Detection  Model 

erately  small  hop  rates.  However,  as  the  hop  rate  increases,  a  threshold  is 
reached  beyond  which  the  wideband  radiometer  performs  better,  due  to  the 
reduced  integration  times  in  the  channeUzed  detector.  This  is  an  important 
result,  because  the  LPI  designer  would  like  to  make  the  wideband  radiometer 
(which  provides  the  least  amount  of  information  about  the  signal)  the  most 
effectivrintercept  receiver  (2,  15]. 
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Signal  Simeture  Categories 

Notation 

Definition 

All  Categories 

Duration  and  bandwidth 
of  transmission 

E, 

Signal  energy  of 
transmission 

Data  symbols  each  contain  a 

Duration  and  bandwidth 

number  of  signaling  elements; 

of  data  symbol 

i.e.,  the  symbol  has  an  FH, 

b2 

Number  of  data  symbols 

TH,  or  PN  structure.  If  the 

per  transmission 

structure  is  PN,  the  value  of 

Duration  of  hop  interval 

Tj  usually  can  be  disregarded 

(T,3  =  Ti/Oj) 

in  detcctabihty  calculations. 

E2 

Signal  energy  in  data  symbol 

Duration  and  bandwidth  of 
elements  {T^Wz  ^  1) 

bs 

Number  of  elements  per 
data  symbol 

Duration  of  hop  interval 
=  T3/63) 

Ez 

Signal  energy  of  element 

Data  symbols  each  have  only  one 

T2^V2 

Duration  and  bandv-idth  of 

signaling  element 

data  symbol  (T2vV3  ~  1) 

63 

Number  of  data  symbols  per 
transmission 

Tr,2 

Duration  of  hop  interval 

E2 

Signal  energy  of  data  symbo' 

Table  4.1:  DeHnitions  for  Dillard’s  Signal  Detectability  Model 


41 


Chapter  5 

Radiometer  Intercept  Receiver 
Models 


5.1  Introduction 

In  the  design  of  low-probability-of-intcrccpt  communication  bnks,  the  per¬ 
formance  of  any  potential  intercept  receiver  must  be  considered.  The  per¬ 
formance  of  the  interceptor  is  usually  specified  in  terms  of  its  probability 
of  detection^  Pd,  and  prohabilitj  of  false  alarm,  P/a,  and  the  required  input 
signal-to-noise  ratio  (SNR). 

The  most  common  intercept  receiver  is  the  wideband  radiometer,  which 
has  been  discussed  extensively  in  the  btcrature.  To  simplify  the  performance 
analysis  of  the  videband  radiometer,  several  detectability  models  have  been 
developed  to  easily  determine  the  required  input  SNR  for  a  desired  perfor¬ 
mance  level.  This  paper  reviews  the  develojmient  of  six  such  models  and 
compares  their  results  for  a  variety  of  performance  requirements.  When  fea¬ 
sible,  exact  results  obtained  by  numerical  integration  are  also  included. 

The  models  to  be  discussed  arc  those  attributed  to  Torricri  [12],  Edell  [7], 
TEAL  "'(VING  [8,  22  ,  Engler  [2],  Park  and  Dillard  [6j.  There  are  un¬ 
doubtedly  other  models  in  use,  but  these  arc  representative  and  easily  found 
in  the  btcrature.  Development  of  the  exact  solution,  which  is  not  solvable 
in  closed  form,  is  also  included.  Although  exact  solutions  are  not  difficult  to 
solve  using  numerical  methods,  the  models  are  much  simpler  to  use  without 
losing  too  much  accuracy,  which  w'ib  be  shown  later. 
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5.2  Model  Derivations 


Ex^ct  Solution 

Figure  S.l  shows  a  block  diagram  for  the  wideband  radiometer,  or  energy 
detector.  The  detectOi  measures  the  energy  in  a  bandwidth  W  Ez  over  a 
time  interval  T  sec.  If  the  test  statistic  V  exceeds  the  detection  threshold 
Vt  (determined  using  one  of  a  variety  of  criterion,  such  as  Bayes,  Minimaoc, 
Neymau-Pearson,  etc.  [24]),  the  signal  of  interest  is  assumed  to  be  present. 


x'lj 

BP:- 

W'  Hz  ■ 

present 

absent 


Figure  5.1:  Radiometer  Block  Diagram 

It  is  well  known  that  if  the  input  to  the  radiometer  is  strictly  additive 
white  Gaussian  noise  with  two-sided  power  spectral  density  jVo/2,  the  nor¬ 
malized  random  variable  V  =  2VINq  has  a  central  chi-square  distribution 
with  —  27  W  degrees  of  freedom  [12]: 


Pn(y) 


y  0 


(5.1) 


If  a  signal  with  energy  E  (measured  ever  T  seconds)  is  present  at  the  radiome¬ 
ter  input,  t'  has  a  noncentral  chi-square  distribution  with  2T\\  degrees  of 
freedom  and  noncentrality  parameter  A  =  2£'riVo  12.: 

P.n(y)=^(^)^  ^  (v'y^j  ,  y>0  (5.2) 

where  ln{z)  is  the  nth  order  modified  Bessel  function  of  i;.i'  first  kind.  Equa¬ 
tion  (5-1)  can  be  obtained  from  (5.2)  by  using  the  series  expansion  in  A  for 
the  Bes.sel  function  and  letting  A  =  0.  Figure  5.2  shows  an  example  of  these 
probability  density  functions  (pdfs)  for  the  case  where  TIF  =  10  and  A  =  20 
{E/Nq  --  10  dB).  The  performance  of  the  radiometer,  described  in  terms  of 
its  Pja  and  Pj,  is  .determined  by  integrating  the  conditional  density  functions 
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a£  shown; 


Pfa  =  /  Pn(y)  dy 

(5.3) 

JiVrINo 

Pd  ^  1  P^(y)  dy 

JiVi!Sa 

(5.4) 

w'here  Vj  is  the  detection  threshold  against  which  V  is  compared. 


2  tv  /'''V  .'■ 

Figure  5.2:  Chi-sqare  Distributions  for  TW  —  10  and  A  =  13  dB 

One  approach  to  performance  analysis  is  to  determine  and  Pja  for  a 
given  signaJ-to-noise  (SNR)  ratio  and  detection  threshold.  Other  approaches 
would  be  to  determine  the  required  SNR  for  a  desired  P^  and  P/a,  or  deter¬ 
mine  the  detection  threshold  based  on  an  acceptable  P/a.  and  rhen  solve  Rr 
the  Pd  given  an  available  SNR.  Regardless  of  the  method  used,  the  integrals 
given  in  (5.3)  and  (5.4)  arc  not  solvable  in  closed  form  and  must  be  evaluated 
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numerically.  Approximerions  and  detection  curves  based  on  the  numeric  re¬ 
sults  have  led  to  the  d_'*vlopmcnt  of  receiver  models  which  yield  closed  form 
solutions.  These  models  are  discussed  in  the  following  sections. 


Torrleri’s  Model 

As  the  number  of  degrees  of  freedom  becomes  large  (i.e.,  the  time-bandwidth 
product  is  large),  the  chi  square  and  noncentral  chi-square  pdfs  asymptoti¬ 
cally  become  Gaussiai  b  ,  the  central  limit  theorem  [25].  Tornen  uses  this 
fact  in  the  developm.-nt  of  his  detection  model.  His  development  follows 
that  of  Urkowitz  [4],  in  w-rlch  the  signal  and  noise  out  of  the  bandpass  filter 
are  broken  into- their  c.aaciature  components.  Sampling  theorem  notation  is 
then  used  to  facilitate  the  analysis,  by  approximating  the  integral  with  dis¬ 
crete  summations  of  th-  in-phase  and  quadrature  terms.  For  T\V  ^  1,  the 
approximations  become  increasingly  accurate.  Torrieri  shows  that  for  large 

riF, 

E{V}  -  E'NoTW  (5.5) 

varfK}  -  2NoE■r^oTW  (5.6) 

Using  the  Gaussian  a.-sumption  with  no  signal  {E  —  0),  the  false  alarm 
probability  is 

1 


Pla  = 


/■ 

J\\ 


VV  -  XoTW 


'  ,  {v-yoT\v)\  , 

TW  »  I 


\ 


(5, 


where  (?(r)  is  the  tail  integral  of  the  unity  variance,  zero  mean  Gaussian  pdf, 

f5.8) 


i.rfc  (  i 


Since  is  a  1-1  function,  it  has  an  inve.se  (i.e.,  if  y  =  Q{^)  then  r 

Q-\y))- 

l{  the  signal  is  present  and  aligned  with  the  radiometer  observation  inter¬ 
val,  then 

'in  -  AoTU'  ^e\ 


P,  =  Q 


\ 


2NoE  - 


TW 


1 


:5.9) 
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Solving  (5.9)  for  the  E/Nq  required  to  obtain  a  specified  Pj  with  a  given 
detection  threshold  jdelds 


E  2Vt  I 

-j^-^2C^-^-2TV/-(J2C-\-^-2TW,  TIV  »  i  (5.10) 

*^'0  -*’0  V  -^0 

where  (  =  Q“^(\/2/’<i).  Solving  (5.7)  for  the  Vt/Nq  required  to  obtain  the 
specified  Pja  and  substituting  into  (5.10)  yields 


.Vo 


=  v^'(/3-o^V'(^,^,rir),  TU'»  1 


(5.11) 


where  3  -  Q  ^(\/2Pya)  and 

^p{d,i,T\V)  =  2^^  -  (^/Ww 


1  f  +  -7=^-??  -  1 


(5.12) 


.V  TW  V^mv 

Finally,  the  required  signal  power  to  noise  PSD  is  obtained  using  J  =  E  'T, 


S 

^  0  rtq 


rir»  1 


(5.13) 


Edell’s  Model 

Edell  also  used  the  Gaussian  assumption  to  develop  a  detection  model,  which 
is  quite  simple  to  use.  For  TW  >  100,  Edell  gives  the  following  for  Pj^  and 

Pd  y\- 

Pja  =  -  I  cxY>{-{x  -  fi„y  '2al}  dx  =  q(- - ^'i  (5.14) 

V  27:<7n  J-i  \  a,,  ] 

Pd  =  — ^ -  /  exp{-(x  -  n.,.)^'2(TjJ  dx  ^  15^ 

where  -  2TW ,  =  iTW ,  -  2TW  -  2£'/A'n,  and  a]^  ~  ATW  ~ 

8P 'A'cj.  Note  that  the  detection  threshold  used  by  Edell  is  related  to  Torri- 
eri’s  by  7  2Vj  Aq.  Solving  (5.14)  and  (5.15)  for  7  and  equating  yields 

7  +  /i„  =  (J,r,Q~\Pd.)  +  /r.n  (5.16) 
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(5.17) 


Mm  Mn 


<^n  On 

EdcD  then  used  the  assumption  that  <t„  :=s  (t„,  implying  that  the  SNR 
is  small  and  the  signal  has  little  effect  on  the  variance  of  the  test  statistic. 
This  is  generally  true  when  dealing  with  LPI  spread  spectrum  signals.  Using 
this  assumption,  we  let 


Mm  Mn 


(5.18) 


giving  U£  a  relationship  between  the  desired  performance  and  a  required  SNR, 
which  is  the  normalized  distance  betwee’'  the  means  of  the  signal-present 
and  signal-absent  probability  density  functions.  The  value  of  d  is  obtained 
numerically  or  from  curves  given  in  [7j  and  in  [141.  The  term  is  often 
called  the  deiectabiliiy  factor. 

Using  the  values  for  and  a„  given  earher,  we  obtain  d  =  E 

or  E/No  =  d\/TW .  Hence,  the  fo'lowing  well-known  detectability  model  is 
obtained:  _ 

(5.19) 


f- 

VA'o 


rtq 


=  d\!  -zr 
\  T 


\Vc  will  refer  to  this  model  as  the  equal-variance  Gaussian  assumption  (EVG  A) 
model. 

For  cases  where  T\V  <  100,  the  difference  between  the  actual  S//^o  using 
the  exact  chi-square  statistics  and  that  obtained  using  the  E\'GA  model  can 
be  significant;  for  example,  with  P^  —  0.99,  Pfg  =  ]0~‘^,  and  TW  —  1,  the 
error  is  about  7  dB.  To  account  for  smaller  TW  products,  Edell  includes  a 
correction  factor,  t],  which  is  defined  as  follows: 


F{x\P,,Pj.,T,\V) 

(^(Gaussian ,  Pjg^  T,  IV’) 


F{x\P^,Pja,T,  lU) 


d^'W/T 


where  F{x' ,  Pj,  Pfa,T  .W)  is  the  predicted  S  Nq  using  accurate  chi-square 
statistics  for  the  specified  P^,  Pjg,  IT,  and  T,  and  G'(Gaussian,  P^,  Pfg.  T,  W) 
is  the  value  predicted  using  the  Gaussian  assumption.  Curves  for  tj  are  given 
in  [7,  14:  for  a  variety  of  Pj,  Pjg,  and  TW' .  With  the  correction  factor,  Edell’s 
complete  model  is 


5 


'W 


No)..,  T 


(5.20) 
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TEAL  V/ING  Model 


Nicholson  [8]  presents  detection  models  for  several  intercept  receivers,  which 
were  originally  developed  by  Biuce  and  Snow  as  part  of  the  1970s  TEAL 
WING  program  [22].  As  discussed  previously,  for  TW  >  100,  the  radiometer 
test  statistic  is  essentially  Gaussian,  and  the  output  SNR  is  related  to  the 
input  SNR  as  follows  [22]: 


{SNR). 


{SNR)]TW 
1  +  2(SNR), 


which  for  small  (SN R)^  simplifies  to 


(SNR).  =  {SNR)]TW 


(5.21) 

(5.22) 


wliich  is  typical  of  square  law  receivers  with  small  input  SNR.  The  detectabil¬ 
ity  factor,  ,  is  used  to  relate  the  required  input  SNR  to  the  desired  perfor¬ 
mance,  as  in  the  case  of  Edell’s  model: 

d'  =  (SNR).  =  {SNR)^^TW  (5.23) 


where  a  is  given  in  (5.18).  Solving  for  the  input  SNR  yields 


(SNR), 


d 

X  tW 


(5,24) 


But  (SNR),  is  the  ratio  of  signal  power  to  noise  power  measured  in  the 
intercept  bandwidth  of  the  receiver  (i-c.,  (SNR),  =  S)NqW),  so  the  required 
signai-to-noise  PSD  is 


S 


=  d 


W 
V  Y 


(5.25) 


which  is  identical  to  the  E\'GA  model. 


Engler’s  Model 

Engler’s  model  [2  is  based  on  Barton’s  dctec  or  loss  function  [2C>j,  which 
permits  calculation  of  the  required  input  SNR  to  achieve  a  given  Pd  and  Pj. 
using  the  detection  curves  for  a  coherent  receiver  with  TW  —  1  (i.e.,  a  single, 
unmodulated  RF  pulse),  The  detector  loss  function  essentially  converts  a 


given  amount  of  SNR,  dj,  which  is  available  to  a  noncoherent  receiver  to  an 
equivalent  SNR,  ^o,  which  provides  the  same  detection  performance  when 
applied  to  a  coherent  receiver. 

The  gcneraJ  form  of  the  detector  loss  function  is  [2] 

C(J,)  =  ^  (5.26) 

which  gives  the  following  mapping  between  dj  and  A'o: 


dj  adj 

C(d7)  "  i+d; 


(5.27) 


Because  A'’q  is  the  required  SNR  for  coherent  receiver  performance,  (5.27)  is 
easily  modified  for  use  with  any  time- bandwidth  product: 


T IV  adj 

Ao  —  ~  ■  r- 
b  +  dj 


(5.28) 


Barton  determined  the  coefficients  a  and  b  in  the  detector  loss  function 
by  comparing  the  noncoherent  and  coherent  detection  curves  in  [24]  for  a 
vanety  of  detection  requirements.  For  TVV  -  1,  Barton  found  that  a  =  2.0 
and  b  -  2.3  provided  the  best  results.  Engler  showed  that  for  large  T\V 
products  {TW  >  10^),  however,  b  =  2.0  was  more  accurate,  and  that  the 
error  incurred  either  way  is  less  than  0.5  dB  for  all  TW  products.  Solving 
(5.28)  for  d;  witli  a  =  b  =  2  yields 


d; 


Ao  Aq  +  16TB' A 0 

4TTr 


(5.29) 


Engler’s  d;  is  a  ratio  of  signal  power  to  noise  power,  so  we  must  multiply 
by  the  receiver  bandwidth  to  get  the  required  S/No- 


/S\  A'o  ^  \  ''V  IflTB'A'o 
V-Vo/,,,  ~  4T 


(5.30) 


The  value  of  A'o  depends  on  the  desired  performance  {Pj  and  P^^)  and  can 
be  obtained  from  coherent  detection  curves  in  [24j.  It  can  also  be  evaluated 
numerically  as  follows: 


A'o  =  [c?  \Pj^)  -  Q  '(Pd)]^  =  d  ^  (5.31) 
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Park’s  Model 


Park’s  model  [23],  also  suitable  for  all  ranges  of  TW,  is  given  as 

S_ 

'^0'  rmq 

where  the  correction  factor  ^  is 


1  d  W  TW 

-  i\!  fiv  V  *  r  *  7^ 


(5.32) 


(5.33) 


Hence,  the  Park  and  Edell  models  arc  identical  in  form,  except  curves  for 
the  correction  factor  are  no  longer  required  for  small  TW  products.  Park 
derives  his  expression  for  <(  from  Barton’s  detector  loss  function,  using  the 
coefficient  b  =  2.3  in  (5.26)  instead  of  6  =  2.0  as  used  by  Engler.  Therefore, 
it  is  easy  to  show  that  Park’s  model  can  also  be  expressed  in  Engler’s  form: 

/  5  \  A'o  -r  \/ A'o  +  18.4T1-V  A’’o 

=  —  .  ,  , 

where  A'o  is  defined  in  (5,31). 


Dillard’s  Model 


Barton’s  detector  loss  function  allows  simple  computation  of  the  performance 
of  a  noncoherent  receiver  with  any  TW  product  using  coherent  detection 
curves  for  TW  —  1.  Urkowitz  ;27j  used  Barton’s  noncoherent  integration 
formulas  to  show  that  receiver  performance  could  be  determined  using  nori- 
coher-’nt  detection  curves  for  TW  =  1  as  well.  Using  this  approach,  we  can 
obtain  the  detection  model  given  by  Dillard  5]. 

Barton  defines  the  noncoherent  integration  loss  as 


= 


Dr. 

Di/n 


tiD^ 

D, 


(5.35) 


where  Z)„  is  the  required  single  sample  SNR  for  a  desired  Pj  and  Pj^  when 
TL  samples  are  noncoherenth'  integrated.  Barton  also  shows  that 


^  (D„  -2.3),Dn 
Cj  (Z?i^2.3),Pi 


(5.36) 
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whire  Cn  is  the  detector  loss  when  the  input  SNR  is  Dn  (note  that  the 
coefficient  b  —  2  ..  froffi  'oQuation  (5.26)  is  used).  Equating  (5.35)  and  (5.36) 
and  solving  for  Dn  yields 


Dl  f  .jD\-V^.2nD\{D^  +  2.3) 
2n{D\  H-  2.3) 


(5.37) 


DiUard’s  detection  model  is  then  cLiaincd  by  completing  the  square  in  the 
numerator  of  (5.37)  and  usii,.^  n  =  TW ,  p  —  Z)i,  and  Dxw  =  S/NqW, 
resulting  in 


which  is  Dillard’s  Equation  (2)  modified  for  S/Dq  iust.'aa  of  E/Nq.  The  value 
of  /)  =  Di  can  be  obtained  from  single  pulse  noncoherent  radar  detection 
curves  or  from  an  analytic  approximation  gi.eu  in  [24j:  ' 


No  Jr., 


i.6W 


i  9.2TPV(p-f2.3)/p^  -  1 


(5.38) 


p^~  (^^/-2ln{P_u)-Q  \P,)y  (5.39) 

Note  that  Dillard’s  model  can  be  modin.c  using  2.0  instead  of  2.3  in 
Equation  (5.36),  resulting  in 

f  S  \  4U' 

—  =—.====„= -  5.40 

^'1  -  87'lT(p -r  2),  p=  -  1 


which,  according  to  Englcr,  is  more  accu.ate  for  large  TW. 

Like  Torrieri  and  Edell,  Dillar*  uses  i*  e-  Gaussian  approximations  for 
large  TW  as  well.  In  fact,  DiLai development  proceeds  identically  to  that 
of  Edell.  Using  the  normal  approximat’ous  provided  by  Urkowitz  [4',  Dillard 
gives 


P^ 


2T\V  -  7\ 

\/4f]V  ) 


( 2E/No^2T\V 

V  ^  '-n  w  4  ^E/Yo  I 


(5.41) 


(5.42) 


'The  SNR  vaJuer  obtained  from  curvet  and  equations  in  [24^  require  adjustment  b_v  3 
dB,  since  DiFianco  and  Rubin  define  SNR  as  2£'/A’o 
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where  is  the  detection  threshold,  and 


^  =  1  -  Q{X)  (5.43) 

Note  that  these  equations  are  equivalent  to  (5.14)  and  (5.15).  Solving  (5.41) 
for  7  and  substituting  into  (5.42)  gives 


sjl  +  {2EIN^)ITW  j 


(5.44) 


which  Dillard  calls  the  full  normal  approzimaiion.  For  2EINo  TW  (i.e., 
small  SNR),  (5.44)  can  be  simplified  to 


P^ 


±±L1  _  p- 


(5.45) 


which  Dillard  refers  to  as  the  simple  normal  approzimaiion.  The  simple 
normal  approximation  is  equivalent  to  the  EVGA  model.  This  is  easily  ver¬ 
ified  by  solving  (5.45)  for  EiNn  and  using  F[x)  =  1  —  Q{z)  and  F~'(y)  = 


5.3  Model  Comparisons 

Table  5.1  summarizes  the  radiometer  detection  models  presented  in  this  pa¬ 
per.  As  seen  in  the  previous  section,  they  differ  primarily  in  their  assumptions 
and  simplifications.  Several  models  are  based  on  the  work  of  Urkowitz,  who 
showed  that  the  conditional  probabihty  density  functions  for  the  radiometer’s 
test  statistic  arc  of  the  chi-square  form,  and  that  they  become  asymptotically 
Gaussian  as  TW  becomes  large.  Other  models  arc  based  on  Barton’s  detec¬ 
tor  loss  function  and  signal  detection  theory.  Because  of  these  similarities, 
Vi’e  would  expect  little  difference  in  how  they  predict  the  required  SNR  to 
achieve  some  desired  performance  level. 


In  Figure  5.3,  results  from  the  detection  models  are  compared  to  exact 
solutions  for  a  range  of  TW  products,  with  P/a  =  10“*  and  Pd  —  0.9.  FOR¬ 
TRAN  algorithms  from  the  International  Mathematical  Statistical  Libraries 
(IMSL)  [28]  were  used  to  evaluate  Equations  (5.3)  and  (5.4)  to  obtain  the 
exact  results.  The  complete  Edell  model  is  not  shown  because  of  the  inherent 
errors  incurred  in  manually  reading  correction  factors  from  curves  in  [7,  14]. 
For  TW  <  1000,  the  DUlaid  (noncoherent  integration)  and  Park  models  are 
most  accurate,  while  for  TW  >  1000,  the  Torrieri  and  Engler  models  become 
more  accurate.  For  TW  >  10*,  the  Tor'^eri,  Engler,  and  EVGA  ^  models 
converge  to  the  exact  results,  while  the  Dillard  and  Park  models  give  errors 
of  0.43  and  0.3  dB,  respectively. 


Figure  5.3:  Radiometer  Model  Comparison  with  Exact  Results 

Figure  5.4  shows  receiver  operating  characteristic  (ROC)  curves  for  P/^  = 

’Recall  ihat  the  EV'GA,  TEAL  WING,  and  simple  normal  models  are  identical,  with 

Si  No  -  ds^/Wr 
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10~*  and  TW  =  10.  Again,  we  see  that  Dillard’s  noncoherent  integration 
model  is  the  most  accurate  for  small  TW,  adthough  all  of  the  models  agree 
within  about  0.3  dB  of  the  exact  results.  The  EVGA  and  Torrieri  models 
were  not  used  since  they  are  not  appropriate  for  small  TW . 
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73.0  73i  74.0  74.5  75.0  155  76.0  155  H.O 

Signal  Power  lo  Noise  PSD  -  S/No  (dB-Hz) 

Figure  5.4;  Radiometer  Model  Comparison  for  TW  =  10 

Figure  5.5  shows  ROC  curves  with  Pja  —  10'®  and  TW  =  10®.  In 
this  case,  the  Torrieri,  EV'GA,  and  Engler  models  provide  the  same  results, 
represented  by  the  solid  line.  The  Park  aad  Dillard  niodcls  differ  from  the 
EVGA  curve  by  about  0.3  and  0.4  dB,  respectively.  Exact  results  were  not 
calculated  for  the  very  large  TW  case  because  of  limitations  in  the  IMSI. 
software,  but  from  Figure  5.3,  it  is  reasonable  to  assume  that  the  E\’GA 
model  produces  nearly  exact  results. 
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5.4  Conclusions 


Several  detection  models  for  the  wideband  radiometer  have  been  presented 
in  this  section.  The  purpose  of  ihese  models  is  to  provide  a  simple  means 
of  predicting  the  required  signal-to-noisc  ratio  to  achieve  some  desired  per¬ 
formance  (Pd  and  P/a).  Comparisons  with  exact  results  showed  that  the 
Torrieri,  Engler,  and  equal  variance  Gaussian  assumption  models  converge 
to  the  exact  results  for  very  large  time-bandwidth  products.  For  T\V  >  1000 
the  maximum  error  using  any  of  the  models  is  less  than  0.5  dB,  so  all  of  the 
models  are  sufficiently  accurate  for  most  purposes. 


I 
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1  "  . 

Torrieri 

- 1 

{S/NoU  =  TW  >  100 

T  ---  integration  time  (sec) 

W  —  receiver  bandwidth  (Hz) 

(^Q-\V2P,) 

^{0.(.TW)  =  2{’  -  [y'!  ^  Ml  -  -  ij 

EVGA 

TEAL  WING 

simple  normal 

EdcU 

{S:NoU,  =  d^lW'T  ,  TW  >  100  , 

i=Q-\Pi^)-Q-\P,) 

(5/.Vo)..,  -  T,d^W:T 

Tj  =  correction  factor  (obtained  from  curves) 

En^ler 

. 

(5/Ao)^c,  =  (A'o  -  ^JXl  +  IGTlTA'oj  /4T 

Park 

(5/A’o),„  =  [Xo  ^  ^IXl  -  18.47TrA'oj  /4T 

Dillard  (5  Ao)r.,  -  4.6UV  (y  1  -  ^.2T\V{^J  -r  2.3)  >=  -  l) 

i 

. 

Table  5.1:  Summary  of  Radiometer  Detection  Models 
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Probability  of  Detection  (percent) 


52.0  52_5  53.0  53.5  54.0  54.5  55.0 

Signal  Power  to  Noise  PSD  -  S/No  (dB-Hz) 

Figure  5.5:  Radiometer  Model  Comparison  for  T\\  =  10® 


57 


Chapter  6 

Post-Processing  Detection 
Models 


6,1  Introduction 

When  detecting  frequency-hopped  and/or  pulsed  signals,  the  interceptor  can 
do  either  of  the  following:  (1)  employ  a  single  wideband  radiometer  whose 
bandwidth  covers  the  total  spread  spectrum  bandwidth  and  integrate  over 
the  message  duration,  or  (2)  use  radiometers  matched  to  the  duration  and 
bandwidth  of  the  individual  pulses,  and  then  form  overall  detection  decisions 
based  on  a  variety  of  procedures  for  combining  the  indi\idual  pulse  detection 
decisions.  The  secono  method,  called  double  threshold  detection,  is  generally 
superior  because  the  time-bandwidth  products  of  the  pulses  are  much  smaller 
than  the  overall  time-bandwidth  product  of  the  message,  thus  reducing  the 
effect  of  noise  on  the  detection  process.  This  type  of  detection  processing  is 
also  known  in  the  hterature  under  the  following  names  i6]:  binary  integration, 
“k-out-of-b’’detection,  and  coincidence  detection.  Several  double  threshold 
detectors  will  be  discussed  in  the  following  sections. 


6.2  Binary  Moving  Window  Detector 

A  common  double  threshold  detector  which  is  effective  against  pulsed  sig¬ 
nals  is  the  binary  moving  window  detector  (BMWD),  shown  in  Figure  6.1. 
The  detector  forms  a  soft  decision  (designated  by  a  "G”  or  “F’)  at  the  end 
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of  each  pxiise  interval.  If  a  sufficient  number  of  pulses  have  been  detected 
within  the  last  A'  samples,  an  overall  detection  is  declared.  Dillard’s  notation 
for  this  detector  is  F-ED-BMVV,  signifying  single-filter  energy-detection  (i.e., 
radiomet  .“r)  followed  b}’  binary  moving- window  detection. 


Figure  6.1:  Binary  Moving  Window  Detector 

As  an  alternative  to  using  a  running  sum,  the  contents  of  the  binary 
accumulator  can  be  reset  following  an  overall  decision  after  ^very  .V  pulses. 
The  performance  of  the  integrate  and  dump  detector  is  slightly  easier  to 
analyze.  It  is  assumed  that  the  filter  in  the  radiometer  has  bandwidth  equal 
to  that  of  the  input  signal,  and  the  integration  time  equal  to  the  time  slot 
duration.  It  is  also  assumed  that  the  noise  samples  in  each  time  slot  are 
uncorrclated,  so  the  soft  decisions  are  statistically  independent.  After  N  slots 
have  been  observed,  the  soft  decisions  are  summed,  and  an  overall  detection 
is  declared  if  the  digital  threshold  kf,-  is  exceeded. 

The  overall  false  alarm  probability  is  the  probability  that  k,\  or  more,  out 
of  iV  total,  soft  decisions  resulted  in  a  detection  when  no  signal  is  present, 
Using  Qf<is  the  probability  of  false  alarm  for  a  particular  time  slot  when  no 
signal  IS  present,  the  jjrobability  of  having  exactly  i  false  alarms  is  — 

Qf)^  \  so  the  overall  probability  of  false  alarm  is  the  cumulative  binomial 
sum, 

Ef  =  x:  (6.1) 

The  cverail  probability  of  detection  Pp  is  the  probability  that  or  more 
soft  decisions  resulted  in  a  detection  when  the  signal  was  in  fact  present.  If 
the  signal  is  present  in  each  pulse  interval  (as  in  frequency  hopping),  then 
each  soft  decision  results  in  a  detection  or  missed  detection  for  that  pulse, 
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aad  the  overall  Pd  is  solved  using  the  cumirlative  binomial  sura: 


E  (6-2) 

t  =  *N  \  '  > 

For  the  given  overall  P^  and  Pdi  the  soft  decision  probabihties  Qd  ajid 
Qd  can  be  determined  by  recursively  solving  (6.1)  and  (6.2).  A  suitable 

radiometer  model,  such  as  Engler’s,  can  then  be  appHed  to  determine  the 

required  input  SNR  in  each  time  slot; 

/  S,  ^  X.  .r  v'X.’t16T,H',X. 

- W - 

where  Ao  =  [Q-\Qr)  -  Q'\Qd)?  and  =  Tj/A'. 

If  the  signal  uses  time  hopping,  then  every  time  slot  will  not  contain  a 
signal,  and  the  cumulative  binomial  sum  cannot  be  used  to  determine  the 
overall  probability  of  detection,  as  was  shown  in  (6.2).  However,  it  is  easily 
shown  that  if  b  is  the  number  of  time  slots  containing  signal,  then 

Pd  =  I  ~  Pr  no  detections,  given  b  slots  have  signal 

=  1  -  Ppino  false  alarms  in  .V  —  b  slots!  Pr.6  missed  detections! 

=  l-(l_.^,-)^--‘(l-(?^)‘  (6.4) 

Solving  for  Qd  yields 


Qd  =  1  - 


l-Pp 

{1-Qf)^' 


(6.5) 


An  alternative  approach  to  performance  analysis  would  be  to  determine 
the  overall  detection  probabihty  given  an  available  SNR,  5^/A’o.  Using  Dil 
lard’s  simple  normal  approximation,  the  probability  that  a  time  slot  contain¬ 
ing  a  signal  gives  a  detection  is 


Qd 


Q-\Qf) 


Ao 

y  H'l 


and  the  overall  Pp  is  solved  using  (6.2). 


(6.6) 
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Nothing  has  been  said  about  the  value  of  up  to  this  point.  Ideally, 
ks  should  be  optimized  to  miaimizc  the  required  input  SNR  for  a  certain 
performance  level.  The  optimum  %'alue  depends  on  all  of  the  parameters  {Pd, 
Pr,  Qd,  Qf,  ‘N,  IV],  Ti,  etc.).  Dillard  [6]  and  Engler  [2j  have  investigated  the 
problem  of  optimizing  and  both  found  that  the  curve  relating  the  required 
SNR  to  the  value  of  kff  was  fairly  flat  around  the  optimum  value.  Dillard 
found  that  the  optimum  value  is  about  kfj  =  0.56,  where  b  is  the  number  of 
samples  into  the  integrator  from  the  signal  plus  noise  condition.  Similarly, 
Engler  found  that  —  0.6N  was  best  for  a  wide  variety  of  scenarios,  which 
is  consistent  with  Dillard,  since  N  =  b  for  Engler’s  test  case  of  frequency  hop 
signal  detection. 

The  approach  to  analyzing  the  performance  of  the  binary  moving  window 
detector  is  then  summarized  as  follows.  First,  the  intermediate  false  alarm 
and  detection  probabilities,  Qf  and  Qd  are  determined  from  the  overall  per¬ 
formance  using  (6.1)  and  (6.2).  Then  the  required  input  SNR  is  determined 
using  a  suitable  radiometer  detection  model,  such  as  Engler,  Park,  or  DiUard. 
This  approach  is  effective  for  all  of  the  double  threshold  detection  schemes. 

6.3  OR  Binary  Moving  Window  Detector 

If  it  is  known  that  the  signal  is  present  in  just  one  out  of  every  .Vj  time  slots 
(i.e.,  a  TH  or  FH/TH  signal),  the  binary  moving  window  detector  can  be 
modified  to  improve  performance.  The  resulting  detector,  denoted  as  F-ED- 
OR-EM\\',  is  shown  in  Figure  6.2.  jVi  pulse  decisions  are  logically  ORed, 
with  the  result  applied  to  the  accumulator.  Performance  is  improved,  since 
noise-only  samples  arc  deemphasized. 

Let  po  be  the  probability  that  a  enters  the  digital  integrator  when 
only  noise  is  present  in  each  of  the  A'l  time  slots.  Hence, 

(6.7) 

Likewise,  if  p;  is  the  probability  that  a  “1”  enters  the  integrator  wh.en  a 
signal  is  present  in  one  of  the  A'l  slots, 

p,  =  1  -  (1 -  Qd)  (n.S) 
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Radiometer 
VV  ,  T. 


Figure  6.2:  Double  Threshold  Detector  with  Biirary  OR  Operation 
The  overall  probability  of  false  alarm  is  simply  the  cumulative  binomial  sum, 

=  (6.9) 

and  if  a  signal  element  is  present  in  each  of  the  A'  trials  (i.e,,  properly  syn¬ 
chronized  to  a  time  hopping  signal),  the  overall  probability  of  detection  is 


^  /  N\ 

.Pi)  =  S  (^  ]pi(l  - 


(6.10) 


To  determine  the  input  SNR  required  to  obtain  the  desired  Pp  and  Pp, 
Equations  (6.9)  and  (6.10)  are  solved  recursively  to  obtain  po  and  pi-  The 
time  slot  performance  is  then  solved  using 

Qp  =  1  -  (1  -po )■'''"■■  (6.11) 

Engler's  radiometer  model  can  then  be  used  with  A'o  —  {Q~^  {Q  r)-Q~^  {Q  d))^ 
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6.4  Filter  Bank  Detector 

If  the  interceptor  knows  that  the  signal  occupies  a  single  frequency  channel 
within  an  overall  bandwidth,  then  improved  detection  performance  can  be 
obtained  by  channelizing  the  intercept  receiver,  as  shown  in  Figure  6.3.  The 
radiometer  in  each  channel  integrates  over  T\  seconds,  with  a  bandwidth  of 
W-i  =  IF] /A/,  where  it  is  assumed  that  the  M  channels  are  contiguous.  Al¬ 
though  a  digital  summation  and  thresholding  is  shown  in  the  figure,  a  binary 
OR  operation  is  generally  used,  since  it  is  assumed  that  at  most  a  single 
channel  contains  signal  (note  that  the  binary  OR  operation  is  equivalent  to 
using  a  digital  threshold  of  ksf  =  1).  Using  Dillard’s  notation,  this  detector 
is  denoted  as  FB-ED/OR,  signifying  filter-bank  energy-detection,  with  OR 
combining  of  the  soft  deci.sions.  The  logical  OR  operation  is  used  because  it 
is  assumed  that  only  a  single  channel  contains  the  signal. 


h'igurc  6.3;  Simple  Channelized  Detector 

The  overall  probabihty  of  false  alarm,  Pf,  for  the  detector  is  found  bv 
computing  the  false  alarm  [irobabihties  of  each  channel.  The  radiometer 
bandwidths  do  not  overlap,  so  the  noise  processes  in  the  channels  are  assumed 
to  be  statistically  independent.  It  is  also  assumed  that  each  channel  uses  the 
same  detection  threshold,  .so  the  false  alarm  probability  (denoted  as  Qf)  is 
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the  same  for  all  channels.  Therefore  the  overall  probability  of  false  alarm 
is  the  probabihty  that  one  or  more  channels  had  a  false  alarm,  even  though 
none  had  a  signal: 


(6.13) 


Alternati’^ely,  Pp  can  be  obtained  using  the  probabihiy  that  none  of  the 
channels  has  a  false  alarm, 


(6.14) 


==  1  -  (1  -  Qp)» 

Hence,  the  single  channel  false  alarm  probabihty  is 

(?/•  =  1  -  (1  - 


The  overall  piobability  of  detection,  Pd,  is  the  probabihty  .  ..c  one  or 
more  channels  has  a  detection,  given  that  one  of  the  channels  actually  con¬ 
tains  the  signal.  If  Qd  is  the  single  channel  probabihty  of  detection,  then 

Po  =  1  -  Pr[no  detectionsj 

=  1  —  Pr[no  false  alarms  in  M  —  1  channels]  Pr[one  missed  deiection_ 

=  1  -(1  (1  -  Qi,)  (6.16) 


Hence,  solving  for  Qd  yields 


Qd  =  1  - 


1  -  Pp 

0 


Using  Engler’s  radiometer  detection  model,  the  required  input  SN’R  to  obtain 
an  overall  Py  and  Pd  is  computed  as  follows: 


Si  \  Ac  -  \^'  Aq  -f  16Pi  H  j Ao 

■^0  rtl  4Pl 


(6.18) 


where  .Yn  =  {Q  {Q  y)  —  Q  ^{Qp))^ ,  and  Qy  and  Qd  are  solved  using  (6.15  j 
and  (G.ITV 
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6.5  Channelized  Radiometer 


The  FB-ED/OR  detector  can  be  modified  for  detection  of  frequency  hopping 
signals  by  matching  the  filter  bank  radiometers  to  the  frequency  hop  times 
and  adding  a  moving  window  detector,  as  shown  in  Figure  6.4.  This  re.'eiver 
is  known  as  a  channelized  radiometer,  or  filter  bank  combiner,  and  is  denoted 
as  FB-ED-OR/BMW. 


Figure  6.4:  Channelized  Radiometer  (Filter  Bank  Combiner) 

If  Af  contiguous,  nouoverlapping  channels  are  used,  the  bandwidth  of 
each  channel  is  —  H'j/Af  Hz.  For  hop  dwell  times  with  100%  duty  cycle, 
an  integration  time  of  Tj  —  Ti/N  sec  is  used.  Hence,  the  total  time-frequency 
space  of  Ti  X  H'l  is  partitioned  into  A'Af  smaller  time-frequency  cells  of  size 
Tj  X  U'j.  ' 

Usually,  the  radiometers  are  identical  (same  integration  time,  bandwidth, 
and  detection  threshold.  .Mter  each  hop  dwell  time,  each  channel  makes  a 
detection  decision  (0  or  1),  which  is  then  logically  ORed  with  the  other 
channel  outputs,  to  form  a  soft  decision.  The  soft  decisions  are  summed 
over  the  .V  hops  to  form  the  overall  detection  decision.  It  is  assumed  that 

'Ideally,  the  number  of  channels  should  be  matched  to  the  number  of  frequencies  in  the 
hopset,  but  fewer  channels  can  be  used  (for  economic  and  practical  reasons)  with  adequate 
results  [12,  14; 


the  noise  samples  in  the  channels  are  statistically  independent  (because  their 
bandwidths  are  disjoint),  and  the  N  soft  decisions  are  independent. 

The  analysis  of  the  channelized  radiometer  proceeds  quite  similarly  to  the 
previous  detectors.  If  Qf  is  the  probability  of  false  alarm  for  a  particular 
channel  radiometf  when  no  signal  is  present,  then  the  probability  that  none 
of  the  channels  has  a  false  alarm  is  (1  —  Qf)^-  Hence  the  probability  of  a 
“1”  occuring  at  the  output  of  the  OR  gate  is 

Po  =  1 -(1  -  (6-19) 

and  the  probability  that  tliis  occurs  exactly  i  times  is  (^‘'^'jpofl  ~ 

Hence  the  overall  probability  of  false  alarm  is 


Pf 


(6.20) 


The  overall  probabibty  of  detection  Pd  is  found  similarly.  It  is  assumed 
that  the  signal  is  present  during  the  entire  observation  interval,  Tj  =  ATj.  If 
Qd  is  the  detection  probability  of  a  single  channel  radiometer  containing  the 
signal,  then  the  probability  of  a  “1”  at  the  output  of  the  OR  gate  is  found 
using  (6.16): 


Pi  =  1  -  Pr[no  detections  in  channels' 

=  1  -  Prino  false  alarms  in  A/  —  1  channels]  Pr[onr  missed  detection 

-  1  -  (1  -  (1  -  Qd)  (6.21) 


The  overall  probabibty  of  detection  is  then  obtained  using  the  cumulative 
binomial  sum, 

E  -Pi (6.22) 

A.1  in  the  other  detectors,  it  is  desirable  to  solve  for  the  required  input 
SNR  for  a  specified  performance  level.  This  is  accomphslied  by  solving  (6.20j 
and  (6.22)  for  po  and  pi,  and  then  determining  the  individual  channel  prob- 
abibties  Qf  and  Qp: 

l-(l-po)'-'^ 

_ 1  -  PI 
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Qd 


1 


(6.23) 

(6.24) 


Once  Qf  ajid  Qp  have  been  determined,  the  required  input  SNR  can  be  deter¬ 
mined  using  Englcr’s  radiometer  model  with  Tj,  H''3,  and  A'o  =  {Q~^iQF)  — 

Q-\QD)r. 

6.6  Other  Detection  Schemes 

Dillard  summarizes  several  other  detection  schemes,  each  especially  suited 
for  a  particular  type  of  waveform.  Calculation  of  system  performance  for 
these  schemes  proceeds  similarly  to  that  presented  in  the  previous  section  on 
the  channelized  radiometer.  For  LPI  detectability  calculations,  the  following 
procedure  is  used: 

1.  Obtain  the  overall  performance  {Pp  and  Pf)  of  the  detector. 

This  is  usually  dictated  by  mission  requirements. 

2.  Work  backwards  using  fundamental  of  probability  theory  to 
determine  the  required  performance  levels  at  intermediate  (soft 
decision)  points. 

Solve  inverse  relationships  of  any  summation  operations 
Solve  inverse  relationships  for  OR  operations 

3.  Determine  the  performance  requirements  [Qf  and  Q p)  for  the 
radiometers  matched  to  the  individual  FH/TH,  PN  pulses. 

4.  Use  an  appropriate  radiometer  detectability  (such  as  Engler's 
model)  to  determine  the  required  SNR  to  achieve  the  required 

Qf^  Qd- 


67 


Bibliography 


[1]  J.G.  Projikis,  Digital  Communications.  McGraw-Hill:  New  York,  1989. 

[2]  H.F.  Engler  and  D.H.  Howard,  “A  Compendium  of  Analytic  Models  for 
Coherent  and  Non-Coherent  Receivers”,  AFWAL-TR-85- 1 1 18,  Georgia 
Tech  Research  Institute,  September  1985. 

P.  J.  Crepcau,  “LPI  and  AJ  Modulation  Quality  Factors,”  NRL  Mem¬ 
orandum  Report  3436,  Naval  Research  Laboratory,  Washington  D.  C., 
January  1977. 

[4]  H.  Urkowitz,  “Energy  Detection  of  Unknown  Dererministic  Signals”, 
Proceedings  of  the  IEEE,  vol  55,  pp.  523-531,  April  1967. 

[5  R.A.  Dillard,  “Detectability  of  Spread-Spectrum  Signals”,  IEEE  Trans¬ 
actions  on  Aerospace  and  Electronic  Systems,  '/ol.  AES-15,  July  1979. 

[6]  R.A.  Dillard  and  G.M.  Dillard,  Detectability  of  Spread-Spectrum  Signals, 
Artech  House:  Norwood,  MA,  1989. 

[7  J.D.  Edell,  "Wideband,  Noncoherent,  Frequency-Hopped  Waveforms 
and  their  Hybrids  in  Low  Probabihty  of  Intercept  Communications’', 
NRL  Report  8025,  Naval  Research  Laboratory,  8  Nov  1976. 

'8  n.L.  Nicholson,  Spread  Spectrum  Signal  Design:  LPE  and  AJ  Systems, 
Comj)uter  Science  Press:  Rockville,  MD,  1988. 

[9j  R.F  Mill.'  and  G.E.  Prescoit,  “A  Comparison  of  \  arious  Radiometer 
Detection  Models”,  submitted  to  IEEE  Transactions  on  Aerospace  and 
Electronic  Sysiem.‘i,  May  1993. 


68 


ilOl  L.  L.  Gutman,  and  G.  E.  Prescott,  “System  Quality  Factors  for  LPI 
Communications,”  Proceedings  of  the  1989  IEEE  International  Confer¬ 
ence  on  Systems  Engineering,  Dayton,  Ohio,  August  1989. 

^llj  E.W.  Chandler  and  G.R.  Cooper,  “Developmeut  and  Evaluation  of  an 
LPI  Figure  of  Merit  for  Direct  Sequence  and  Frequency  Hop  Systems”, 
Proceedings  of  the  1985  IEEE  Military  Communicaiians  Conference,  Oc¬ 
tober  1985. 

12;  D.J.  Torrieri,  Principles  of  Secure  Communication  Systems,  Artech 
House:  Norwood,  MA,  1992. 

[131  Chandler  and  Cooper  MILCOM  paper  on  bandwidth  matching  for  PX 
SS  detection  (MILCOM  85) 

[14^  D.  Woodring,  D.  and  J.  D.  EdcU.,  “Detectability  Calculation  Tech¬ 
niques”,  Technical  Report  SCTN  1977-1,  Washington  D.  C.:  Naval  Re¬ 
search  Laboratory,  September  1977. 

[15]  LPI  Waveforni  Study 

[16]  Chandler,  E.  W.,  and  Cooper,  G.  R.  "Low  Probability  of  Intercept  Per¬ 
formance  Bounds  for  Spread  Spectrum  Systems,”  IEEE  Journal  on  Se¬ 
lected  Areas  in  Communications,  \’ol.  SAC-3  No.  5,  September  1985. 

17]  Polydorus,  A.  and  Weber,  C.  L.  "Detection  Performance  Considerations 
for  Direct  Sequence  and  Time  Hopping  LPI  Waveforms,”  IEEE  Journal 
on  Selected  Areas  in  Communications,  \’ol.  SAC-S,  No.  5,  September 
1985. 

[18  Nicholson,  David  L.  “Issues  in  Signal  Design  to  Lower  Probabibty  of 
Classification  and  Identification,”  Proceedings  of  the  1987  Military  Com¬ 
munications  Conference,  Washington,  D.  C.,  October  1987. 

19'  Nicholson,  David  L.  “Confidence  Levels  in  the  Design  of  Direct  Sequence 
LPE  Spread  Sjicctrum  Signals,”  Proceedings  of  the  1986  Military  Com¬ 
munications  Conference,  October  1986. 

20’  German,  Ld  “Optimized,  Unstructured  \\'aveforms  to  Minimize  Classi¬ 
fication  and  Identification,”  Proceedings  of  the  1987  Military  Communi¬ 
cations  Conference,  \N’ashington  D.  C.,  October  1987. 


69 


^211  J.  L.  Lansford,  J.  E.  Schroedcr,  and  J.  E.  Herchey,  “Use  of  Markov 
Chains  for  Spectral  Shapini;,”  Proceedings  of  the  1987  Military  Commu¬ 
nications  Conference^  Washington  D.  C.,  October  1987. 

[22]  Bruce,  J.D.,  and  K.D.  Snow,  “Final  Technical  Report  TEAL  WING  Pro¬ 
gram,”  Probe  Systems  Report  PSI  ER327,  Probe  Systems,  Inc.,  Sunny¬ 
vale,  Calif.,  October  1974. 

[23]  Park,  K.Y.,  “Performance  Evaluation  of  Energy  Detector'  ”  IEEE 
Transactions  on  Aerospace  and  Electronic  Systems,  vol  AES  14, 
March  1978. 

24]  DiFranco,  J.V'.,  and  W.L.  Rubin,  Radar  Detection,  Artech  House:  Ded¬ 
ham,  Mass,  1980. 

]25]  Abramowitz,  M.,  and  I.E.  Stegun,  Handbook  of  Mathematical  Functions 
with  Formulas,  Graphs,  and  Mathematical  Tables,  U.S.  Department  of 
Commerce,  June  1964. 

[26]  Barton,  D.K.,  “Simple  Procedures  for  Radar  Detection  Calculations,” 
IEEE  Transactions  on  Aerospace  and  Electronic  Systems,  vol  AES-5, 
September  1969. 

[27]  Urkowilz,  H.,  “Closi  d-Form  Expressions  for  Noncoherent  Radar  Inte- 
giation  Gain  and  Collapsing  Loss,”  IEEE  Transactions  on  Aerospace 
and  Elecircnic  Systems,  vol  AES-9,  September  1973 

,28_  International  Mathematical  Statistical  Libraries  [IM.SL],  Houston  TX, 
1991. 

[29]  TDMA  JTIDS  Overview  Description,  Mitre  Corporation,  MTR8413. 

[30j  M’right,  Robert  A.,  ’’JTIDS  Detectability,”  Unisys  internal  technical  re¬ 
port  Unisys  Defense  Systems,  Gomniunications  Systeins  Divlsiuu,  Salt 
Lake  City.  UT. 

31  Robert  A  \N'right,  ”LPD  .Analysis  of  TDM.\,  Direct  Sequence  Spread 
Spectrum  Signaling,”  Internal  Memorandum,  Paramax  Systems  Corp, 
Salt  Lake  City,  UT,  March  1992. 


70 


Low  Probability  of  Intercept  Signal  Detectability  Analysis 

(LPI/SDA) 


Scott  Francis 


User's  Manual 
eversion  1.4) 


The  LPI/SDA  User's  Manual  is  included  as  an  adjunct  to  the  final  report  to 
describe  the  implementation  of  the  analytical  models.  The  software  described 
here  is  available  from  Prof.  Glenn  Prescott  at  the  Telecommunications  and 
Informahon  Sciences  Laborator)',  2291  Irving  Hill  Drive,  Xichols  Hall,  University 
of  Kansas,  LauTence,  KS,  66045. 
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1  Introduction 


LPl/SDA.  the  LPI  Signal  Detectability  Analysis  program,  is  an  analytic  software  tool  for 
the  evaluation  of  the  detectability  of  spread  spectrum  signals  by  radiometric  detectors  and 
feature  detectors.  The  detectability  of  a  signal  is  expressed  in  terms  of  the  signal  carrier  power 
to  one-sided  noise  power  spectral  density  required  at  the  front  end  of  ajn  intercept  receiver 
to  achieve  the  user-specified  detection  and  false  alarm  proba  .ility  performance.  In  addition, 
LPI/SDA  evaluates  five  different  “Quality  Factors"  which  describe  the  detectability  of  a 
signal  separately  in  terras  of  scenario-dependent  and  scenario-independent  factors.  LPI/SDA 
has  the  ability  to  plot  one  of  these  Quality  Factors,  the  Alodulation  Quahty  Factor,  against 
one  of  an  entire  family  of  parameters  which  determine  its  value. 

LPI/SDA  contains  a  simple  hierarchical  user  interface  which  allows  the  user  to  specify 
the  tvpe  and  parameters  of  the  spread  spectrum  signal,  the  type  and  parameters  of  the 
radiometer  and.  if  desired,  the  type  and  parameters  of  the  feature  detector.  Range  checking 
is  performed  on  all  input  pframeters,  wnich  the  user  may  specify  in  standard  or  scientific 
notation.  LPI/SDA  ensures  that  the  selected  signal  type  and  intercept  receiver  types  are 
compatible. 

The  user  of  LPI/SDA  should  be  familiar  with  spread  spectrum  signals,  basic  radiome¬ 
ter  theory,  and  general  comn.  'iiications  theory  A  familiarity  with  Detectability  of  Spitad- 
Spectrum  Signals  by  George  and  Robin  Dillard  [1]  would  be  helpful,  but  the  essential  items 
from  this  source  are  reviewed  in  section  2.  subsections  1-3. 

LPI/SDA  can  be  executed  on  any  802S6-  or  S03S6-kased  computer  with  a  CG.'\,  EG.A.  or 
\'GA  video  adaptor  card.  If  a  math  coprocessor  is  present.  LPI/SDA  will  use  it.  otherwise 
it  will  emulate  it.  To  run  LPI/SDA.  simply  copy  the  file  called  LPISD.A.exc  from  the  floppy 
disk  to  the  hard  disk,  and  type  LPISDA.  LPI/SD.A  will  prompt  you  with  a  menu  describing 
what  you  may  do  next.  Although  LPI/SD.A  does  not  currently  contain  on-line  help,  the 
actions  you  may  take  during  an  LPI/SD.A  session  arc  presented  in  the  form  of  both  menus 
and  on-  screen  prompts.  Further,  LPI/SD.A  ignores  spurious  input  (e.g.  typing  a  character 
when  a  numeric  is  expected)  and  does  dynamic  range  diecking  on  all  input  data,  so  it  is 
unlikely  that  you  will  get  "stuck"  while  using  LPI/SD.A. 

LPI/SD.A  wa.s  developed  by  Lav,  reuce  .■Applied  Research  Coiporation  in  Lawrence,  Kansas. 
Questions  pertaining  to  LPI/SDA  should  be  directed  to  Scott  Francis  (913i  S64-~761.  or 
Glenn  Prescott  (913)  S61-7760.  If  you  discover  errors  within  LPI/SD.A.  please  note  as  thor- 
oughh'  as  possible  the  actions  and  input  parameters  which  led  to  the  error  and  lei  us  k::C\v, 
W’e  will  fix  the  error  and  send  you  a  revised  version  of  LPI/SD.A  along  with  our  geituine 
gratitude. 

2  Low  Probability  of  Intercept  Systems  Overview 

The  following  summarizes  some  of  the  ideas  and  notatic-n  used  iii  the  Dillard  text  V .  winch 
arc  aho  used  in  LPI/  SDA.  If  you  are  already  famili.ir  witii  ■.'liaptcrs  1  and  2  of  T  .  then  >’ou 


ma\  wish  to  proceed  directly  to  section  3,  Operating  Procedures. 

2.1  LFI/SDA  Signal  Notation 

LPI/SDA  models  three  regular  and  four  hybrid  types  of  spread  spectrum  signals.  They  axe: 

•  Direct  Sequence  (DS)  -  also  known  as  pseudonoise  (PN) 

•  Frequency  Hopped  (FH) 

•  Time  Hopped  (TH) 

•  Frequency  Hopped/Direct  Sfxiuence  (FH/DS) 

•  Time  Hopped/Direcl  Sequence  (TH/DS) 

•  Frequency  Hopped/Time  Hopped  (FH/TH) 

•  Frequency  Hopped/Time  Hopped/Direct  Sequence  (FH/TH/DS) 

From  an  energy  detection  standpoint,  spread-spectrum  signals  can  be  described  in  terms 
of  reb.tively  few  parameters.  These  parameters  are  listed  below  and  shown  graphically  in 
Figure  1. 

•  Ti,  -  message  duration  (sec) 

•  IFi  -  spread-spectrum  bandwidth  (Hz) 

•  T2  -  pulse  duration  (sec) 

•  62  ~  number  of  pulses  in 

•  Tpj  -  bop  time  duration  (sec) 

•  .V  -  number  of  frequency  hop  bands  in  IFi 

These  parameters  may  or  may  not  aJl  be  unique.  For  a  hybrid  frequenc}’  hopped/time 
hopped/direct  sequence  signal,  for  instance,  they  are  all  unique.  For  a  direct  sequence  signal. 
howe\'er,  they  are  not:  the  pulse  duration  Tp  is  equal  to  the  message  time  .  LPI/SDA 
promipts  the  user  for  only  those  signal  paranreters  which  are  necessary  to  describe  the  signal 
so  that  the  user  is  not  required  to  enter  redundant  parameters. 


PN  FH 

MICROSTRUCTURE  MICROSTRUCTURE 


Figure  1:  An  illustration  of  signal  p^a■ameter  notation  (FH/TH  course  structure  and  DS  or 
FH  aata  symbol  structure).  .Adapted  from  [1]. 

2.2  Basic  Radiometer  Theory 

The  heart  of  all  of  the  radiometric  systems  which  LPI/SDA  models  is  the  wideband  radiome¬ 
ter  (also  known  as  an  energy  detector  or  total  power  radiometer).  This  system,  shown  in 
Figure  2,  filters  a  portion  of  the  RF  spectrum,  squares  this  filtered  signal  to  obtain  signal 
power,  and  integrates  from  i  —  T  to  i  to  yield  signal  energv'  (typically  this  integration  is  im¬ 
plemented  as  integrate  and  dump  rather  than  continuous  integration).  This  signal  energy  is 
then  compared  to  a  threshold  and,  if  the  threshold  is  exceeded,  a  signal  is  declared  present; 
other'>-'ise  no  signal  is  declared  present.  Assuming  ideal  signals  and  filters,  the  wideband 
radiometer  can  equivalently  be  described  as  a  system  which  observes  a  rectangular  time- 
frequency  “cell”  with  banawidth  equal  to  the  bandpass  filler  bandvidth  and  time  interval 
equal  to  the  integration  time.  It  measures  the  total  signal  plus  noise  energ\’  received  in  that 
cell,  and  compares  this  received  energy  to  a  threshold.  signal  is  declarca  present  if  the  cell 
energy  exceeds  the  threshold.  The  performance  of  the  wideband  radiometer  is  characterized 
in  terms  of  two  probabihties:  the  probability  of  detection  and  the  probability  of  false  alarm. 
The  probability  of  detection  is  defined  as  the  probability  that  a  signal  coincides  with  at  least 
a  portion  of  the  radiometer  bandwidth,  during  at  least  some  of  the  radiometer  integration 
lime,  and  the  radiometer  declares  a  signal  present.  The  piobabilit}'  of  false  alarm  is  de¬ 
fined  as  the  probability  that  no  signal  coincides  witli  the  radiometer  bandwidth  during  the 
integration  time,  and  the  radiometer  noneibeless  declares  a  signal  present. 

Intercept  receivers  winch  use  energy  detection  can  be  broadh'  classified  into  three  cate¬ 
gories: 

•  Single  Filler  Energy  Detection  (SEED)  -  Tliese  systems  obscr\e  either  the  entire 
si)r('a(]  spectrum  bandwidtii  or  one  frequency  band  of  a  frequency  liopped  signal.  Tlie}' 
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Figure  2;  The  F-ED-T  system  (bandptiss  filter,  energy  detector,  and  thresholder).  [1] 

axe  typically  used  against  direct  sequence,  time  hopped,  or  time  hopped/direct  se¬ 
quence  signals;  however  they  can  be  used  against  any  type  of  spread  spectrum  signal. 

e  Filter  Bank  Energy  Detection  (FEED)  -  These  systems  utihze  a  bank  of  SFED  sys¬ 
tems,  each  observing  one  frequency  band  of  a  frequency  hopped  signal.  They  are 
t^.’picaJly  used  against  frequency  hopped,  frequency  hopped/direct  sequence,  frequency 
hopped/time  hopped,  and  frequency  hopped/time  hopped/direct  sequence  signals. 

•  Frequency  Scanning  Energy  Detection  (FSED)  ~  These  systems  are  a  more  practicaJ 
approach  to  very  wideband  signal  detection  than  the  filter  bank  systems,  which  often 
require  a  prohibitively  large  number  of  single  filter  detectors.  The  scanning  detectors 
operate  by  continuously  changing  the  center  frequency  of  the  bandpass  filter,  thereby 
periodically  covering  the  entire  spread  spectrum  bandwidth.  The  sensitivity  of  FSED 
systems  is,  as  one  might  expect,  a  bit  less  than  the  sensitivity  of  FEED  systems. 

2.3  Radiometric  Systems 

The  following  sections  describe  in  greater  detail  the  specific  radiometer  models  con¬ 
tained  in  LPI/SDA. 

2.3.1  F-ED-T 

The  Single  Filter-Energy  Detcct-Thrcshold  radiometer  is  simply  the  wideband  ra¬ 
diometer  described  previously.  It  is  the  optimum  detector  for  spread-spectrum  signals 
in  additive  white  gaussian  noise  (.■\\\’GN),  in  the  case  that  the  interceptor  has  no 
knowledge  about  the  signal  except  its  bandwidth  ..iid  start  time.  Tnis  radiometer  may 
be  used  against  any  type  of  spread  spectrum  sign.  1. 


Figure  3:  The  F-ED-C/T  system.  [1] 

2.3.2  F-ED-C/T 

The  interceptor  caji  improve  his  detection  performance  against  time  hopped  signals  if  he 
has  knowledge  of  the  positioning  of  the  individual  signal  pulses  in  a  transmission.  This 
is  the  function  of  the  Single  Filter-  Energy-  Dctect-Collapse/Thxeshold  radiometer, 
illustrated  in  Figure  3.  The  total  energy  in  each  pulse  is  determined  and  inserted  into 
a  tapped  delay-line.  Ideally,  the  total  delay  of  the  tapped  delay  line  should  be  equal  to 
the  message  time.  The  pulse  energies  in  the  tapped  delay  line  are  summed  at  the  end 
of  the  message  and  compared  to  a  threshold  as  before.  The  advantage  of  using  a  F- 
ED-C/T  radiometer  for  time  hopped  signals  lies  in  the  fact  that  it  integrates  minimum 
noise  energy  since  it  avoids  time  intervals  in  which  no  signal  is  present.  Further, 
although  it  may  be  unhkely  that  an  interceptor  has  knowledge  of  the  positioning  of  the 
signal  pulses  of  a  time  hopped  waveform  which  was  generated  using  a  pseudorandom 
code,  the  time  collapsing  function  could  be  highly  effective  against  pulsed  radar  signals 
which  typically  have  fixed  pulse  repetition  frequencies. 

2.3.3  F-ED-BMW 

For  a  hopped  signal,  an  interceptor  typically  has  to  make  a  decision  concerning  whether 
he  would  do  better  to  integrate  over  the  entire  transmission,  or  to  integrate  over  each 
pulse  individually.  Further,  if  he  chooses  to  integrate  over  each  pulse,  he  must  decide 
whether  further  processing  in  his  alarm  circuit  will  increase  his  detection  performance 
[ll.  This  additional  processing  is  the  function  of  the  binary  moving-window  detector 


of  the  Single  Filter-  Energy  Detect-Biuary  Moving  U'indow  radiometer,  illustrated 
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Figure  4:  The  F-ED-BMW  system,  [l] 

in  Figure  4.  Every  T  seconds  the  output  of  the  sample-and-threshold  unit  is  a  0  or 
a  1.  The  run  suppressor  is  used  so  that  a  pulse  will  only  contribute  a  single  1  even 
if  the  integration  time  is  not  synchronized  to  the  pulse  time.  The  output  of  the  run 
suppressor  is  inserted  into  the  binary  movdng-window  detector  which,  at  the  end  of 
the  transmission,  counts  the  number  of  pulse  detections.  If  this  number  exceeds  a 
specified  (positive  integer)  threshold,  a  signal  is  declared  present.  A  binary  moving- 
window  detector  can  significantly  reduce  the  false  alarm  rate  by  sacrificing  a  small 
amount  of  detection  probabihty. 

2.3.4  F-ED-OR/BMW 

The  Single  Filter-Energ>’  Detect-OR/Biuary  Moving  Window  radiometer  is  a  slight 
variation  on  the  F-EE-  BMW  system.  Whereas  the  F-ED-BMW  radiometer  assumed 
knowledge  of  the  pulse  position  in  each  hop  interval,  the  F-  ED-OR/BMW  radiometer 
assumes  knowledge  only  of  the  pulse  length  and  the  timing  of  the  time  hop  intervah.  In 
other  words,  this  system  knows  when  pulses  could  occur  in  each  hop  interval,  but  not 
when  they  u'ul  occur.  Using  this  information,  and  the  knowledge  that  only  one  pulse 
can  occur  per  interval,  this  system  matches  its  integration  time  to  the  pulse  duration 
and  makes  a  binary  pulse-present  decision  after  each  pulse  time.  1  his  decision  is 
inserted  into  a  binary  shift  register  with  length  equal  to  the  number  of  pulse  durations 
per  hop  interval.  .At  the  end  of  a  hop  interval,  the  F-ED-OR/BMW  systems  performs 
am  OR  function  over  the  binary  data  in  the  shift  register  and  inserts  a  1  into  the 
binary  moving-window  if  at  least  one  pulse  detection  occurred,  otherwise  it  inserts  a 
0.  The  binary  moving-wiudow  detector  makes  a  signal  present  decision  at  the  end  of 
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Figure  5;  The  FB-ED-T  system.  [1] 
the  transmission  in  the  same  manner  as  before. 

2.3.5  F-ED-OPT 

The  Single  Filter-Energy  Detect-Optimum  radiometer  has  decision  logic  based  on  a 
likelihood  ratio,  which  is  the  optimum  detection  procedure.  See  il]  for  additional 
information  concerning  this  system. 

2.3.6  FB-ED-T 

The  Filter  Bauk-Energ}-  Dclect-Threshuld  system,  illustrated  in  Figure  5,  is  simply 
a  bank  of  F-ED-T  systems.  It  is  typically  used  against  any  type  of  frequency  hopped 
signal,  as  are  all  of  the  filter  bank  radiometers,  and  simultaneous  signal  detections  in 
multiple  frequency  bands  are  treated  as  one  cetection.  If  the  number  of  frequency  hop 
bands  is  large,  the  interceptor  may  choose  to  cover  only  some  subset  of  these  with 
radiometers.  LPI/SDA.  however,  does  not  model  this  ra-se, 

2.3.7  FD-ED-BANK/BMW 

The  Filter  Bank-Energy  Detecl-Bank;  Binary  Moving  Window  system  is  simplv  a  bank 
of  F-ED-BMW  systems,  .-^.s  for  the  EB-ED-T  system,  simultaneo  is  signal  detection.s 
in  multiple  frequency  bands  are  treated  as  one  defection. 
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Figure  6;  The  FB-ED-OR/fiMW  system,  [l] 

2.3.8  FB-ED-BMW 

The  Filter  Bank-Energ%'  Dstect-Biaary  Moving  Window  system  performs  a  moving- 
window  integration  of  all  the  binary  data,  one  bit  per  filter  per  energv'  integration 
iutei  val.  This  is  equivalent  to  summing  the  outputs  of  the  binary  moving-window  inte¬ 
grators  in  a  FB-ED-  B.\NK/OiMW  system  and  pcrfornung  the  thresholding  operation 
on  that  sum. 

2.3.9  FB-ED-OR/BMW 

The  Filter  Bank-Energy  Detect-OR/Binary  Moving  Window  system,  illustrated  in 
Figure  6,  uses  the  knowledge  that  only  one  frequency  slot  is  occupied  during  a  particular 
pulse  time  by  allowing  at  mo-^^t  a  single  1  into  the  moving-window  detector  which 
follows. 

2.3.10  FB-ED-OR/C/BMW 

•Agaunst  signals  which  are  both  frequency  and  time  hopped,  a  performance  improve¬ 
ment  can  be  realised  by  using  the  Filter  Bank-Energy  Detect -OR/CoUapse/ Binary 
.Moving  Window  system,  illustrated  in  Figure  7.  The  time  collap.sing  function  etfe^ts 
a  performance  improvement  in  the  same  maimer  as  it  did  for  the  F-ED-C/T  sysicm. 


1  or  0 


Figure  7:  The  FD-ED-OR/C/B.MW  system.  [1] 


2.3.11  FB-ED-OPT 

The  Filler  Bank-Energy  Detecl-Oplimum  system  employs  a  likelihood  ratio  alarm 


circuit  and  is  described  further  in  [1 


'1 1 


2.3.12  S-ED-T 

The  fiequencv  Scanning-Energy  Detcct-Threshold  system,  illustrated  in  Figure  8,  is 
functionally  very  similar  to  the  fixed  single-cell  (F-EE-T)  radiometer.  Wherea.s  the 
F-ED-T  radiometer  has  a  fixed- frequenc}'  frout-end  filter,  the  S-ED-  T  system  scans 
the  spread  bandwidth  bv  using  a  sweep  oscillator  to  mix  the  incident  signal  down  to  a 
fixed  IF  filter.  For  this  particular  type  of  radiometer,  the  detection  of  a  single  pulse  is 
sufticient  to  cause  a  message-present  decision. 


>.3.13  S-ED-BMW 

riie  frequency  Scanning-Energy  Detect-Binary  Moving  M’iiulow  system,  illustrated 
n  Figure  9,  is  the  same  as  the  previous  system  except  that  the  output  is  fed  into  a 
linary  moving  window  detector  to  reduce  the  false  alarm  probabilit}  while  siiflering 


12 


Figure  8:  The  S-ED-T  system.  [1] 

only  minor  loss  of  detection  probability.  The  integration  time  is  assumed  to  be  the 
signal  pulse  lime. 

2.3.14  S/PC-ED-T 

The  frequency  Scanning/Pulse  Compression-Energy  Delect-  Threshold  system,  illus¬ 
trated  in  Figure  10,  simply  employs  a  pulse-compression  filter,  represented  by  PCF. 


2.3.15  S/PC-ED-BMW 

The  frequency  Scanning/Pulse  Compression-Energy  Detect-  Binary  Moving  Window 
system,  illustrated  in  Figure  11,  simply  sends  the  binary  output  of  the  previous  system 
to  a  binary  moving  window  detector  for  post-processing. 


2.4  Feature  Detectors 

Feature  deteclioii  involves  signal  processing  configuration:;  v..ipable  of  detecting  par¬ 
ticular  parameters  or  features  of  spread  spectrum  waveforms.  AliLough  generally  less 
sensitive  than  radiometers,  feature  detectors  have  several  advantages  that  make  them 
e.xtremely  powerful  tools  in  detecting,  identifying,  and  parameterizing  spread  spectrum 
signals.  Primary  among  these  advantages  is  the  anility  to  measure  signal  parameters 
rather  than  perform  only  an  energy  detection  function  (as  the  radiometer  does).  .Ap¬ 
propriately  desiguc-d  feature  detectors  are  capable  of  measuring  the  chip  rate  (phase 
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'Figare  11:  The  S/PC-ED-BMW  s\’stem.  [1] 


keying  rate  of  the  spreading  sequence),  the  frequency-hopping  rate,  and  the  time-hop 
(or  pulse)  rate  of  a  signal.  In  general,  a  feature  detector  can  be  conceptually  defined  to 
operate  against  any  periodicity  (feature)  incorporated  in  the  spread  spectrum  signal. 

.\n  additional  important  advantage  is  that  feature  detectors  axe  considerably  less  sus¬ 
ceptible  to  interference  than  are  pure  radioiP'^tric  detectors.  This  interference  u 
ance  is  largely  derived  from  signal  detection  away  from  dc.  thus  avoiding  false  signal 
indications  from  input  power  variation.  A  capability  to  operate  in  conjunction  with 
interference  can  be  extremely  important  in  identifying  which  of  a  nun  her  of  signals 
are  of  interest  or  in  op'-rating  in  a  cluttered  signal  environment. 

Feature  detectors  axe  likely  to  be  an  important  component  of  any  system  designed 
to  detect,  identify,  and  parameterize  spread  spectrum  signals.  A  number  of  types 
of  feature  detectors  which  are  modelled  in  LPI/SDA  are  deschbod  in  the  following 
sections. 

2.4.1  Chip  Rate  Detector  (Delay) 

One  of  the  most  useful,  and  often  the  simplest  spread  spectrum  detection  device  is  the 
cliip  rate  detector.  This  is  a  square-law  detector  chat  generates  a  spectral  line  at  the 
phase  keying  rate  (chip  rate),  Chip  rate  lines  may  he  ge.neratod  for  BPSK,  QPSK,  and 
SQPSK  with  ’.'arying  sensitivities. 

T  nc  fir  t  ot  two  types  of  chip  rate  detectors  is  illustrated  in  Figure  Id  The  delay  and 
v-iultipiy  circuit  produces  a  periodic  component  (corresponding  to  the  chip  rate)  and 
an  aperiodic  componen:'  the  output.  The  delay  is  ideally  .set  to  half  the  chip  interval, 
and  the  filter  B  is  centeieu  nt  the  chip  rate, 


•  Figure  12;  Chip  Rate  Detector  With  Delay 

2.4.2  Chip  Rate  Detector  (Envelope) 

Lnvelope  detection,  illustrated  in  Figure  13,  will  also  generate  a  chip  rate  line,  es¬ 
pecially  if  ..  IS  set  to  appronmately  twice  the  chip  rate.  This  chip  rate  detector  is 
especially  simple;  it  differs  from  a  radiometer  only  Ky  the  use  of  a  bandpass  filter  rather 
than  a  lowpass  filter  (integrator)  for  detection. 

2.4.3  Hop  Rate  Detector 

The  hop  rate  detector,  illustrated  in  Figure  14,  generates  a  spectral  line  at  the  hop  rate 
of  a  frequency-hopped  signal.  The  two  front-end  filters  each  cover  half  of  the  spread 
bandwidth  of  the  signal  and  the  squaring  operations  measure  the  instantaneous  power 
in  each  channel,  .Assunuug  that  the  frequency-hopped  signal  hops  into  each  channel 
randomly  with  probability  1/2  (a  good  assumjHion)  then  the  output  of  the  differencer 
is  a  noisy  binar}'  waveform  with  a  periodic  component  at  the  hop  rate.  The  remaining 
operations  correspond  to  a  delay-and-multiply  chip  rate  detector  as  described  above 
to  detect  t  generated  spectral  line. 

2.4.4  Frequency'  Doubler 

The  frequency  doubler,  illustrated  in  Figure  15.  is  a  feature  detector  that  collapses  the 
spectral  spreading  of  biphase  carrier  modulation  into  spectral  lines  at  dc  and  at  twice 
the  orig'nal  carrier  frequency. 
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Figure  13:  Chip  Rate  Detector  W 
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Figure  15:  Frequencv  Doubler 

2.4.5  QPSK  Quadrupler 

For  QPSK  signals,  a  quadrupler,  illustrated  in  Figure  16.  will  generate  a  teature  .spectral 
line  at  four  times  the  center  frequency  of  the  input  spectrum. 

2.4.6  Time  Hop  Detector 

A  lime-hopping  signal  may  be  viewed  as  a  signal  having  a  frame  duration  To  in  which 
are  p'laced  m  elements  each  having  duration  r.  If  element  start  epochs  exist  only  at 
intege.-  multiples  of  r,  and  if  T  is  such  a  multiple,  then  it  is  possible  to  define  a  ti.me 
hop  detector  targeted  on  the  communicator's  signal  that  will  generate  a  spectral  line 
at  the  element  rate,  1/r.  Such  a  detector  appears  in  Figure  17. 

2.5  Quality  Factors 

Gutman  and  Prescott  [2]  describe  five  Quality  Factors  which  act  as  quantitative  mea¬ 
sures  of  the  Ll'l  effectiveness  in  the  presence  of  jammers  and  intercept  receivers.  These 
Qualit}'  Factors,  which  are  functions  of  the  coimnunications  link  parameters  and  typi¬ 
cally  expressed  in  dB,  are: 

-  .-'mtenna  Quality  F.-'ctor  =  G tcG / G uG wlieie  Gi^  it>  the  transmiLter  an¬ 
tenna  gain  in  the  direcli  n  of  the  receiver.  G'-j  G  the  receiver  antenna  gain  in  the 
0]ic."tion  of  the  t ran -,r  utter.  Gh,  is  the  transuiilter  antenna  gain  in  the  direction 
of  the  inLcrceptc-  and  is  the  interceptor  antenna  gain  m  the  direction  of  the 
transnnlter. 
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Figure  17:  I'inie  Hop  Detector 
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-  Atmospheric  Quality  Factor  =  v/herc  L.  and  L~  are  the  losses  (other 

than  free  space  loss  i  for  the  interceptor  and  communications  link  respectir’el}-. 
These  losses  include  gaseous  attenuation,  depolari.^at  ion  due  to  hydrometeors, 
etc. 

-  .•\dapti\'e  Technologies  Quality  Factor  =  A', /'.\h  where  A',  and  Ah  are 

the  total  receivcc’  ’’oise  powers  at  the  interceptor  and  receiver  respective!}’.  This 
Quality  Factor  compares  the  ability  of  both  the  communications  and  intercept 
receivers  to  adaptively  filter  interference. 

-  .Modulation  Quality  Factor  Q^od  ~  this  Quality  Factor  is  the  ratio  of  the  signal 
to  noise  power  spectral  densities  (SNRs'l  recewed  at  the  interceptor  and  receiver 
respeclitel}’.  '1  hiC  SNR  at  the  communications  receiver  is  determined  by  the  tol¬ 
erable  bit  error  rate,  the  type  of  narrow-band  modulation  used,  and  the  margin 
required  to  overcome  fading  in  the  channel. 

-  LPI  Quality  Factor  Q:^pi  =  {R,/ R,)‘  where  R.  and  /?,  are.  respecti\’ely,  the 
range  from'  transnutter  to  receiver  and  from  transmitter  to  interceptor.  This 
Qualitv  FaCior  is  also  the  profiuct  <.,>f  the  otiier  four  Qualit}’  Factors. 

3  Operating  Procedures 

LRI/SDA  allo'ws  you  to  generate  four  types  of  results:  you  can  (1)  determine  the  de- 
tectabilit}’  of  a  particular  signal  by  a  certain  radiometer.  (2)  deteriTiine  the  dctcctabihty 
of  a  particular  signal  by  a  certain  feature  detector.  (3  i  determine  the  hvc  diiferent  Qual¬ 
it}’  Factor:’  .associated  with  the  signal,  radiometer,  and  communication  link  parameters, 
and  (4)  plot  the  Mod’ulaiion  Quahty  Factor  for  a  range  of  one  p.aranieier  and  a 

farr.ii}'  ot  another.  For  all  of  these  results,  }’ou  must  describe  tlie  signal,  the  rcadiome- 
ter.  and  specif}’  a  desired  probability  of  detection  and  probability  of  false  aharm.  If 
you  further  want  to  calculate  Quality  Factors,  you  must  specif}’  certain  communication 
link  parameters  including  narrow’band  modulation  type,  probability  of  bit  error,  etc. 
If  you  then  want  to  generate  a  piot  of  Q,nod  you  must  select  wiiich  variables  to  plot 
;iga;nst  and  lhe;r  \alues.  I  he  next  few  subsections  describe  in  detail  ho^^  to  specif}’ 
a  signal  arid  radiometer  in  LRI/SDA  and  how  to  enter  certain  parameters.  Section  4, 
i’..\a:iinl»?.s.  preseu’s  some  sample  LI'l/SDA  sessions. 

3.1  LFl/SDA  Iiiterfacf!  Structure 

L  P  I/S  DA  contains  aji  invciteu  ti'-c  hieraicliical  interface.  .\u\’  ’page  of  ti;e  interface 
can  be  readied  from  any  other,  b’at  peihaps  not  direct!}’,  as  can  be  seen  in  Ficure  l6. 
'.vliK’h  illustrates  il’.e  .structure  of  the  LPI/SDA  iiueiiacc.  .Ns  }’ou  can  sixi  in  Figure  IS. 
after  st.'iiting  ar  LPI^  SDA  ‘les.-i-oi;  }’tm  are  liis?  pre-ented  witli  the  main  ir.ene.  '/’iiicii 


prompts  you  with  the  actions  which  you  may  take,  '^bu  can  always  return  to  this  menu 
from  anywhere  in  the  hierarchy  by  simply  pressing  <F1>,  possibly  several  times  if 
\ou  are  deeper  than  one  layer  down  in  the  hierarch}’. 

3.2  Signal  Description 

Pressing  <  F2  >  when  at  the  mcun  menu  (or  one  level  down  in  tlie  hierarchy)  will  take 
you  to  the  Signal  Description  page.  If  you  have  not  already  chosen  a  spread  spectrum 
modulation  type,  LPI/SDA  will  require  you  to  do  so  before  you  may  do  anything  else. 
The  up  and  down  arro’vvs  will  cause  each  menu  item  to  be  highhghted  successively,  and 
you  should  press  Return  to  select  the  spread  spectrum  modulation  type  you  desire.  If 
you  have  not  already  selected  a  radiometer  t}'pe  (described  next),  then  all  of  the  spread 
spectrum  modulation  types  in  the  menu  will  appear  in  cyan.  If.  however,  you  ha%’e 
previously  selected  a  radiometer  type,  then  some  of  the  spread  spectrum  modulation 
i;  pes  in  the  menu  will  appea.r  in  gray.  The  types  in  gray  appear  that  way  because 
they  aje  not  compatible  with  the  radiometer  which  has  been  chosen.  \’ou  mat’  select 
one  of  these  (presumably  with  the  intent  of  changing  the  radiometer  type),  but  no 
calculations  can  be  performed  until  the  discrepancy  is  corrected. 

.\fter  you  select  a  spread  spectrum  modulation  type,  a  group  of  sigual  parajneters  will 
appear.  The  specific  group  of  parameters  which  appear  depends  on  which  modulation 
type  was  chosen.  The  uj)  arrow,  down  arrow,  and  carriage  return  will  allow  you  move 
the  cursor  between  parameters  to  specify  their  value.  If  the  cursor  is  at  the  top  param¬ 
eter  and  }ou  press  an  up  arrow,  or  it  is  at  the  bottom  parameter  and  %’ou  press  a  down 
arrow  or  carriage  return,  then  you  will  again  be  prompted  to  select  a  spread  spectrum 
modulation  type.  You  may  select  a  new  one  as  before,  or  simply  press  <  Return  >  to 
maintain  the  previous  selection. 

3.3  Radiometer  Description 

Pressing  <  F3  >  when  you  are  at  the  main  menu  (or  one  level  do’.vn  in  the  hierarchy 
will  take  }’ou  to  the  Radiometer  Description  page.  The  mechanics  of  this  page  are  ver}’ 
similar  to  the  Signal  Description  page  If  you  have  not  already  specified  a  radiometer, 
then  you  will  first  bo  promi.itcd  to  select  a  radiometer  class,  either  a  single  filter  or 
filler  bank  radiometer  system.  Next,  you  will  be  risked  to  select  a  detection  model;  the 
detection  models  are  described  in  section  2.3  and  are  reviewed  in  detail  in  [1:.  If  you 
have  already  selected  a  spread  spectrum  modulation  type,  then  some  of  the  detection 
models  may  appear  in  gray  if  they  are  not  compatible  with  the  chosen  modulation 
type.  Here  again,  you  may  ciioose  one  of  the  detection  models  -.vhich  appear  in  gray, 
but  }’ou  should  select  another  spread  spectrum  modulation  t\’pe  before  attemjiting  to 
do  any  calculations. 
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Some  detection  models  have  a  single  parameter  associated  ’ivith  them.  K  you  choose 
one  of  these  models,  then  you  will  be  prompted  to  specify  a  value  for  the  parameter 
i^a  default  appears  with  some  of  these  parameters').  ,\fter  choosing  a  detection  nriodel. 
regardless  of  whether  it  has  a  parameter  associated  with  it  or  not,  the  cursor  will 
appear  toward  the  bottom  of  the  screen.  K  you  want  to  change  the  selected  detection 
model,  press  the  up  arrow  and  you  will  be  presented  with  the  detection  model  menu. 
To  change  the  radiometer  class  and  detection  model,  press  a  down  arrow  when  the 
cursor  is  at  the  bcttom  of  the  screen. 

3.4  Feature  Detector  Description 

L'nlike  the  signal,  radiometer,  and  detectabihty  parameters,  a  feature  detector  does 
not  have  to  be  specified  in  order  to  perform  a  detectability  calculation.  If  the  feature 
detector  is  not  compietely  specified  then  no  detectabihty  information  corresponding  to 
the  feature  detector  will  be  presented  on  the  signal  detectabihty  page. 

.\I1  o*  the  six  feature  detectors  described  in  section  2.4  are  specified  in  the  same  manner. 
First,  type  <  F4  >  from  the  main  menu  or  one  level  down  in  the  hierarchy.  Select 
ouc  the  six  feature  detector  type  by  using  the  up  and  down  arrow  keys  and  then 
<  Return  >.  Next  select  a  narrowband  modulation  type  in  the  same  fashion;  and 
finally,  specify  a  radiometer  front  end  filter  bandwidth.  When  the  cursor  appears  in 
the  field  for  the  radiometer  front  end  bandwidth,  an  up  arrow  allows  the  selected 
narrowband  modulation  type  to  be  changed  and  a  down  arrow  allows  both  the  feature 
detector  type  and  the  narrowband  modulation  type  to  be  changed. 

3.5  Reading  and  Writing  Data  Files 

LPI/SDA  has  tlie  abilit;.-  to  both  read  and  write  data  files  and  clear  an\'  data  that  has 
already  been  entered.  To  clear  the  data,  press  <  FS>  from  either  the  main  menu  or 
from  one  le\’el  down  in  tlie  hierarchy.  All  of  the  user  parameters  and  calculated  results 
will  be  set  to  default  (unspecified)  values. 

If  some  (or  alFi  of  the  user  parameters  have  been  specified  and  you  wish  to  save  the:,e  as 
well  as  an\'  calculated  results,  press  <  1-9  >  to  go  to  the  Read/U'rite  Data  File  menu. 
Type  'W'  and  a  prompt  will  apjrear  asking  for  the  name  of  the  file  in  which  to  write  the 
data.  If  you  specify  a  uouexistcnt  file  name.  LPI/SDA  will  create  a  new  file  with  that 
name;  otherwise  it  will  overwrite  the  existing  file  with  that  name.  When  specifying 
the  file  name,  LPI/SDA  will  write  the  file  Into  the  current  drive  and  directory  unless 
\’ou  specify  others  explicitly. 

Reading  a  data  file  is  done  in  a  similar  manner,  except  that  an  'R'  is  typed  when  in 
tl’.o  Read/ Write  Data  file  menu.  If  a  file  name  is  specified  which  doe,s  not  exist  or  tlie 
hie  cannot  be  opened,  LPI/SDA  will  signal  the  error.  .An  error  will  also  be  signaled  if 
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an  attempt  is  made  to  read  an  existing  u.on-LPI/SDA  data  file.  To  deterrrune  whether 
the  data  file  is  of  the  correct  type,  LPI/SDA  opens  the  file  ajid  checks  to  see  if  there 
is  a  9S76  as  the  first  entry  in  the  file.  For  data  files  that  were  created  \s-ith  versions  of 
LPI/SDA  before  l.-l.  the  data  files  will  not  contain  this  9S76  marker.  To  remedy  this, 
simply  use  any  text  editor  to  add  the  marker  to  the  first  line. 

3.6  Detectability  Calculation 

Pressing  <  F5  >  when  you  are  at  the  main  menu  (or,  again,  one  level  down  in  the 
hierarchy!  will  take  you  to  the  Detectability  Calculation  page.  The  spread  spectrum 
modulation  type,  radiometer  class,  and  detecTon  model  which  you  ht,.e  chosen  will 
appear  at  the  top  of  the  screen.  This  page  requires  you  to  enter  two  parameters,  the 
probability  of  detection  and  the  probabihu  of  false  alarm.  Once  these  parameters 
are  specified,  and  tissuming  that  you  have  already  specified  the  signal  and  radiometer, 
then  pressing  <Ctrl-Fl>  will  cause  LPI/SDA  to  calculate  the  signal  detecfabilitv. 
Most  calculations  should  be  nearly  instantaneous,  but  some  (especially  for  the  bina.'v 
moving- window  systems)  might  take  a  few  seconds  or  as  much  as  a  few  minutes. 

3.7  Quality  Factor  Analysis 

After  specifying  the  signal  and  radiometer  and  calculating  the  signal  detectability  you 
can.  if  you  choose,  calculate  the  five  Quality  Factor.s  described  in  section  2.4  and  T'. 
Pressing  <F6>  wnen  at  llm  main  menu  (or  one  level  down  in  the  hierarcbv'i  will 
taice  you  to  the  Quality  F.mtor  .-Vnalysis  page.  Here  you  will  specify  a  group  of  link 
parameters  including  com:.. unications  range,  intercept  range,  data  rate,  probabiLitv  of 
bit  error,  and  others,  .-tfter  these  are  specified,  vou  should  press  <  Ctrl-  Fl  >  to  make 
LPI/SDA  perform  the  c-alculation.  The  calculated  values  will  appear  at  the  bottom  of 
the  screen. 

If  you  '.vish  to  see  a  plot  of  the  .Modulation  Quality  Factor.  Qmod>  press  <.\lt-p>. 
This  will  take  you  to  the  Select  .Abscissa  \'ariable  Menu  page.  On  this  page,  by  pressing 
the  appropriate  Function  Key,  you  will  choose  the  variable  which  }ou  want  Qmcd  fo 
be  plotted  against.  .-Mtcr  making  this  selection,  you  will  then  automaticallv  proce^;d 
to  the  Select  Family  \'ariable  .Menu  page.  LPI/SDA  allows  up  to  three  curves  to  be 
generated  simultaneously,  one  for  each  value  of  the  "fairuiy  variable.  '  'I'ou  .should 
choose  a  fanul}-  variable  in  the  same  manner  in  which  you  chose  the  abscissa  variable. 
.Xotice,  however,  that  the  abscissa  variable  which  you  chose  appears  gray  in  the  Select 
family  X'ariable  Menu  page  while  the  others  appear  cyan.  This  i.s  simply  because  you 
cannot  select  the  same  variable  for  both  the  abscissa  and  fanul_v  variable. 

.Now  that  the  abscissa  variable  and  family  c'ariable'  have  been  chosen,  you  wiU  ads'ance 
automatically  to  the  Set  Plot  Parameter.-;  page,  the  last  j^age  you  will  come  to  before 


actually  generating  a  plot.  On  this  page  you  must  simply  specify  values  for  the  variable 
you  have  selected.  For  the  abscissa  %'ariable  you  must  select  a  minintum  and  maximum, 
and  for  the  family  '.’ariable  you  must  specify  at  least  one  and  no  more  than  three  values. 
Once  these  are  specified,  press  <  Ctrl-Fl  >  to  start  the  plot  generation.  The  plot  should 
appear  within  fifteen  to  twenty  seconds,  but  may  take  as  long  as  one  minute.  After 
the  plot  has  been  generated,  press  <  Esc  >  to  return  to  the  Set  Plot  Parameters  page, 
and  press  <  Fl  >  repeatedly  to  progress  back  up  the  hierarchy. 

3.8  Errors 

LPl/SDA  can  alert  you  about  four  different  types  of  errors:  input  out  of  range,  pa¬ 
rameter!  s'l  unspecified,  graphics  system  failure,  and  system  uncalculable.  LPI/SDA 
contains  dynamic  input  range  checking  on  all  input  parameters.  What  this  really 
means  is  that  the  range  which  a  particular  variable  must  fall  in  might  be  a  function  of 
others  \’ariables  which  have  aJready  been  specified.  If  you  specify  a  value  for  a  variable 
which  falls  outside  its  acceptable  range.  LPI/SDA  will  alert  you  with  a  brief  tone  and 
a  message  which  tells  you  what  the  current  acceptable  range  for  this  variable  is. 

The  second  type  of  error,  parameter(s)  unspecified,  occurs  when  you:  (1 )  try  to  execute 
a  signal  detectabiUty  calculation,  (2)  try  to  execute  a  Quality  Factors  calculation,  or 
(3)  try  to  geuerate  a  plot  before  specifying  all  of  the  parameters  whidi  arc  required 
for  that  calculation.  LPI/SDA  will  alert  you  of  ttiis  error,  but  will  not  tell  you  'vhich 
parameter  is  unspecified. 

The  third  type  of  error,  graphics  systems  failure, will  occur  if  you  attempt  to  generate 
a  plot  and  LPI/SDA  is  unable  to  put  the  computer  in  graphic.s  mode  becau.se  of  a 
nonstandard  or  improper  video  adapter. 

The  final  type  of  error,  system  uncalculable,  might  occur  for  systems  which  use  a  binary 
moving-window  detector  radiometer.  The  reasou  for  this  is  that  the  mathematics 
can  be  intractable  for  certain  combinations  of  input  parameters.  Fortunately,  the 
combinations  of  input  parameters  which  lead  to  this  error  are  not  very  practical  (e.g., 
a  very  large  binary  moving-window  detector  threshold  k  ),  so  you  may  never  encounter 
this  error. 

4  Examples 

This  section  will  provide  you  with  two  examples  of  using  LPI/SDA  to  model  the 
radiometric  detection  of  spread  spectrum  signals.  Doth  of  these  examples  assume  that 
you  are  sitting  at  a  computer  with  LPI/SDA  on  board;  they  describe  the  actions  to  take 
and  the  results  you  should  see.  The  dcleelability  parameters  are  taken  from  Woodring 
and  Edcll  [3_  examjiles  1  and  2.  It  may  be  helpful  to  have  Figure  IS  handy  as  you  work 
through  the.''e  examples. 
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In  the  first  exajnple  we  will  start  the  LFI/SDA  executable,  describe  a  frequency  hopped 
signal,  a  single  filter-energ}'  detect-lhreshoid  radiometer,  and  caJculate  the  required 
C/.V'o  to  meet  the  probabihty  of  detection  and  probability  of  false  alarm  performance 
which  we  will  specify. 

Make  sure  that  you  are  in  the  directory  where  the  LPI/SDA  executable  resides  and 
then  type  LPISDA.  The  title  page  will  appear;  press  any  key  once  to  proceed.  Now  you 
are  at  the  Main  .Menu  page.  You  may  return  to  the  Main  Menu  page  at  any  time  while 
working  in  LPI/SDA  by  typing  <  FI  >,  perhaps  repeatedly  if  you  are  more  than  one 
layer  down  in  the  hierarchy;  however,  if  you  are  familiar  with  the  LPI/SDA  interface 
structure  it  is  not  necessary  to  return  to  this  page.  The  first  thing  we  want  to  do 
is  describe  the  signal,  so  press  <F2>.  Now  you  should  be  at  the  Signal  Description 
page,  and  the  cursor  should  be  in  the  menu  to  select  a  spread  spectrum  modulation 
type.  Press  the  down  arrow  once  so  that  frequency  hopped  is  highlighted,  and  press 
<  Return  >.  Four  parameters  should  appear  in  the  bottom  half  of  the  screen.  For  the 
first  one.  Message  lime  Ti  (sec),  enter  4.  For  the  second.  Spread  Bandwidth  U’l 
(Hz),  enter  2  GHz,  either  by  typing  2  000  000  000  or  2e9  and  then  <  Return  >.  Since 
we  are  going  to  be  using  a  single  wideband  radiometer,  it  does  not  matter  what  the 
vaJues  aue  of  the  last  two  parameters.  Number  of  Frequency  Cells  N  and  Number  of 
Pulses  62 ,  so  enter  a  1  for  each  of  these. 

Now  the  signal  is  completely  specified,  so  press  <  F3  >  to  proceed  to  the  Radiometer 
Description  page.  First  you  must  choose  a  radiometer  class;  in  this  case  we  want  Single 
Filter  Energ}’  Detection,  which  is  already  highhghted,  so  press  <  Return  >.  Now  you 
must  choose  a  detection  model.  Notice  that  the  only  detection  model  which  appears 
in  cyan  (when  it  is  not  highlighte-d)  is  Threshold.  Recall  that  this  is  because  no  other 
detection  models  for  this  class  are  compatible  with  the  signal  which  you  specified. 
Press  <  Return  >  to  select  the  Threshold  detection  model.  This  model  does  have  a 
parameter  associated  with  it,  Radiometer  BW  (II2;.  The  purpose  of  specifying  the 
radiometer  bandwidth  is  to  model  the  scenario  in  which  either  the  radiometer  does 
not  cover  the  entire  spread  spectrum  baudwidth.  or  it  covers  more  than  the  spread 
spectrum  andwidth.  In  this  cose  we  want  the  radiometer  to  co^■er  the  spread  spectrum 
baudwidth  exactly,  so  enter  2  GHz. 

You  have  now  specified  the  radiometer:  press  <  F5  >  to  proceed  to  the  Detectabihty 
Calculation  page.  Enter  0.1  for  the  probability  of  detection  and  le-6  for  the  probabihty 
of  false  alarm.  Now  you  are  ready  to  calculate  the  required  C/Xj  Press  <  Cirl-Fi  >, 
and  LPI/SDA  should  calculate  a  required  C/I^o  of  4S.0  dB-Hz,  wi,,ch  agrtvs  perfectly 
with  example  1  in  [31. 

For  the  sec.ond  example,  we  will  determine  the  detectability  of  a  single  hop  of  the 
frequency  hopped  signal,  and  then  calculate  the  Quality  Factors  associated  with  a 
particular  hnk  geometry.  Finally,  we  will  generate  a  plot  of  Qmud  versus  probability 
of  detection  for  a  family  of  three  integration  time  values. 


Press  <  F2  >  to  return  to  the  Signal  Description  page.  Change  the  message  time 
to  5e-4  seconds,  and  the  spread  bandwidth  to  2000  Hz.  Proceed  to  the  Radiometer 
Description  page  b\’  typing  <  F3  >  and  change  the  radiometer  bandwidth  to  2000  Hz. 
Press  <  Fo  >  to  go  to  the  signal  detectability  page  and  calculate  the  required  C/A'o 
once  again  by  tying  <  Ctrl-Fl  >.  The  calculated  value  should  be  41.74  dB-Hz,  which 
is  very  nearly  the  41.7  dB-Hz  reported  in  [3]. 

Xow  press  <  F6  >  to  go  to  the  Quahty  Factor  .Analysis  page.  Select  QPSK  aa  the 
narrowband  modulation  type.  Enter  le-5  for  Pe  (probability  of  bit  error),  4  dD  for 
the  comm  link  margin,  0  for  LJ (the  ratio  of  path  losses  other  than  free  space 
losses  for  the  intercept  and  communications  link),  1  Mbps  for  the  data  rate,  16  dB 
for  Gt-  +  Get  (the  sum  of  the  transmitter  antenna  gain  in  the  direction  of  the  receiver 
and  the  receiver  antenna  gain  in  the  direction  of  the  transmitter),  9  dB  for  G,,  +  G,i 
(the  sum  of  the  transmitter  antenna  gain  in  the  direction  of  the  interceptor  and  the 
interceptor  antenna  gain  in  the  direction  of  the  trausiiiiiier;,  260  k  for  Toe  (the  noise 
temperature  of  the  receiver  in  Kelvins),  and  270  k  for  r„,  (the  noise  temperature  of 
the  interceptor).  Press  <  Ctrl-Fl  >  to  calculate  the  five  Quality  Factors.  .Vow  press 

<  .-Mt-p  >  to  proceed  to  the  Select  .Abscissa  A’ariable  Menu  page.  Press  <  F2  >  to  select 
probabihly  of  detection  as  the  variable  to  plot  against.  .After  making  this  selection  you 
will  a  'tomatically  proceed  to  the  Select  Fannly  V'ariable  Menu  page.  Press  <  F4  > 
to  select  radiometer  integration  time  as  the  family  variable;  you  will  now  proceed 
automatically  to  the  Set  Plot  Parameters  page.  Enter  0.05  for  the  lower  bound  of 
(the  probability  of  detection),  0.95  for  ihe  upper  bound,  and  enter  3e-4,  5e-4.  and  7e-4 
respectively  for  the  three  family  values  of  the  radiometer  integration  time.  Now  press 

<  Ctrl-Fl  >  to  generate  the  plot,  and  press  <  Esc>  when  you  are  finished  viewing  the 
plot. 

These  examples  have  demonstrated  basicaUy  all  of  the  things  whicli  you  may  do  in 
LPI/SDA.  With  only  a  ver\'  Little  bit  of  experience  you  should  acquire  exjiertise  in 
using  LPI/SDA' •i  simple  user  interlace. 
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